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Bokslut 2024 for Kultur- och fritidsnamnden

Forslag till beslut

Kultur- och fritidsndmnden éverlamnar ndmndens bokslut 2024 till kommunstyrelsen.

Sammanfattning av arendet

Verksamheterna redovisar totalt ett 6verskott om 2 635 tkr.

Overskottet beror i stora drag pa éverskott inom ledning, namndbuffert och ej fullt nyttjad budget
for féreningsbidrag.

Verksamheternas resultat och genomforda aktiviteter beskrivs narmare i bifogad
verksamhetsberattelse samt i dokument for maluppféljning och verksamhetsmatt.

Kerstin Tibbling Maria Rolvag
Produktionschef Controller

Beslutsunderlag

e Verksamhetsberattelse 2024 for kultur- och fritidsnamnden
e  Maluppféljning 2024 och verksamhetsmatt

Beslut till

Kommunstyrelsen

Postadress: Trosa kommun, 619 80 Trosa * Tel: 0156-520 00 « Fax: 0156-520 17 « E-post: trosa@trosa.se
www.trosa.se



Kultur- och fritidsnamnden

Ordférande: Lena Isoz (M)
Produktionschef: Kerstin Tibbling

Totalt, tkr 2024 2023 2022
Budget, netto 58 902 55 064 52 112
Resultat, netto 56 267 51 247 51058
Avvikelse 2635 3817 1054
Antal arsarbetare 21 21 22
Antal kvinnor 18 19 17
Antal man 7 7 9
Frisknarvaro*, % 56 65 58

*Andel manadsavionade som har
fem eller farre sjukdagar per ar

VERKSAMHETSOMRADE

e Bibliotek

e Kulturskola

e  Fritidsgardar

e  Stdd till studieorganisationer

e  Foreningsstod

e Allman kultur- och fritidsverksamhet
e Idrotts- och fritidsanlaggningar

e  Turistanlaggningar

e Offentlig konst

ARETS RESULTAT

Kultur och fritidsndmnden redovisar totalt ett
Overskott om 2 635 tkr.

Budgetmedel ledning har ej behovt nyttjas fullt
ut, vilket innebar ett éverskott om 798 tkr,
utover det Idmnas namndens buffert oréord om
112 tkr.

Bibliotek redovisar ett underskott om 97 tkr
vilket beror p& en del féréandringar inom
organisationen vilket inneburit ndgot hogre
personalkostnader.

Kulturskola och Fritidsgdrdar redovisar ett
dverskott om totalt 330 tkr vilket beror pa att
personalkostnader varit lagre kopplat till
studieledighet under hésten som tillsatts forst
infér 2025 och att tf. chefstjédnsten for
kulturskolan ar tillsatt med 50 %.

Kultur och férening redovisar ett éverskott om 1
169 tkr vilket nadstan uteslutande beror pa
outnyttjade féreningsbidrag. Féreningsbidragen
soks enligt fastlagd rutin och féreningar som
uppfyller kraven har erhdllit bidrag.

For lokaler och fritidsanlaggningar har
kostnaderna varit lagre an budget och
verksamheten lamnar ett dverskott om 323 tkr.

MALUPPFYLLELSE

Under 2022 har kommunfullmaktige fattat
beslut om nya mal for perioden 2023-2026.
Kultur- och fritidsndmnden fattade beslut om 6
reviderade mal i april 2023.

Malen, verksamhetsmatt och uppféljning av
dem finns med i bilagor.

Verksamheterna inom kultur och fritid arbetar
aktivt med att bryta ned malen, félja upp och
kommunicera kring malarbetet och
malaktiviteter i personalgrupperna.

I Medborgarundersékningen (MU) 2023 uppvisar
verksamheten inom Kultur och fritid 6ver lag
mycket glddjande resultat dar flera av
placeringarna ligger i topp tio av Sveriges
kommuner. Inom de omraden dar
verksamheten inte uppnar absoluta toppresultat
ser vi and3 en tydlig férbattring av resultaten
jamfoért med 2021. MU &r grund for att félja upp
mal 1 och 2.

Malen ar uppfyllda.

Resultaten visar att de satsningar som gjorts
och arbetet med att utveckla och forvalta
verksamheterna inom Kultur och fritid har
uppmarksammats av Trosa kommuns
medborgare pa ett positivt satt. MU genomfors
nasta gang hésten 2025.

MaAl 3 Siffror for 2024 visar en positiv trend for
barnbokslan jamfort med 2023. Aven unika
elever pd Kulturskolan har 6kat sen 2023.
Malet ar uppfylit 2024

Mal 4 HME 2024 visar att resultatet forbattrats
jamfért med 2023, index 75 mot 72 2023, men
ar fortfarande inte i nivd med de mal som &r
satta. Resultatet varierar mellan enheterna och
arbetet med att starka resultatet fortsatter i
arbetsgrupperna.

Malet dr ej uppfylit 2024.

MaAl 5. Gladjande att se att antalet
deltagartillfallen i idrottsféreningar per invénare
visar en tydligt 6kande trend de senaste &ren,
efter att ha sjunkit under pandemin.

Malet ar uppfylit 2024.



M4l 6. Jamn kénsfordelning - Fritidsgardar och
Idrottsaktiviteter har en jamn kdnsférdelning
medan kulturskolan inte uppnar malet riktigt.
Malet ar delvis uppfylit 2024.

4 mal ar uppfyllda
1 mal delvis uppfyllt |
1 mal &r ej uppfyllt

VASENTLIGA
PERSONALFORHALLANDEN

Friskndrvaron har minskat jmf med ar 2023.
Sjukfrénvaron ar ndgot hogre med 4,2 %
jamfért med 2023 3,5 % vilket till stor del
forklaras med en langre sjukskrivning.

Under hésten har det varit viss rorelse inom
bibliotekens personalgrupp och en nyrekrytering
pagar. Fritidsgdrdarna har en stabil
personalsituation efter tidigare ars
personalrérelse vilket ar mycket positivt.
Kulturskolechefen &r foraldraledig fran aug och
ersatt till 50 % av kultur- och foéreningschef.
Frén sep har en ny tjanst som forenings-
konsulent rekryterats for att delvis tacka den
del som kultur- och féreningschef ldgger pa
Kulturskolan.

Hallbart medarbetarengagemang (HME) méts
3rligen och resultatet for Kultur och
fritidsverksamheterna ar for 2024 index 75
vilket a@r en forbattring jamfort med 2023 (72).
Malet att ligga p8 en nivd som de 10 % bésta
kommunerna uppnas dock ej.

Fortsatt aktivt arbete och kompetensutveckling
pagar kring ledarskap, medarbetarengagemang,
den organisatoriska arbetsmiljon,
arbetsmiljofrdgor och gott bemétande internt
och externt. Uppféljning av franvaro &r en viktig
parameter i arbetet.

HANDELSER AV VASENTLIG

BETYDELSE

Bibliotek

Biblioteken tog tillsammans med skolkontoret
och namndens presidium fram férslag till en ny
biblioteksplan fr&n och med 2025 som antogs av
kommunfullmaktige i december.

Projektet Bokstart fér de sm& barnens
sprakutveckling, med &ppen forskola och
kapprumsbibliotek, har avslutats men
biblioteken fortsatter att satsa inom detta
omrade och deltar i regionens gemensamma
Bokstart-projekt Sprakslottet &ven under 2025.

Ramoékningen frdn och med 2024 méjliggér
bland annat fortsatt satsning pa detta omrade.

Utifrdn workshops med barn, unga och personal
har en forbattring av barnavdelningen samt
battre och mer avskilda sittplatser i biblioteket i
Trosa planerats tillsammans med en
barnkulturdesigner. Ny inredning kdptes in med
hjalp av bidrag fran Starkta bibliotek och
omméblering pdbérjades i december.

Lasframjandelyftet som syftade till att héja
bibliotekspersonalens kompetens kring
lasframjande med barn och unga i fokus
genomférdes 2023-2024.

Kulturskola

Kulturskolan gick i juni dver till StudyAlong, ett
digitalt verksamhetssystem for kurskatalog och
hantering av kursplatser. Detta system ar
fortfarande nytt for medarbetarna, som lar sig
att anvanda systemets alla tjanster, och for
elever och vdrdnadshavare, som lar sig att
agera mer autonomt i fraga om anmalan till
kurser.

Arbetet med friskvard for unga med psykisk
ohadlsa har kunnat utvecklas annu mer, tack
vare att en medarbetare nu har ett uttalat
samordningsansvar for detta. Tre medarbetare
tar nu emot friskvardselever och vi underséker
mojligheterna att utéka med annu fler.

Aven samarbetet med LSS har blivit tydligare i
konturerna. De tv8 medarbetare som tar emot
LSS-deltagare varje fredag ar engagerade i
gruppens utveckling och har flera idéer for
kommande projekt.

Tva larare deltar i ett lansovergripande projekt
med slagverks- och brasselever. Malet med
samarbetsprojektet ar att den lansévergripande
gruppen ska 3ka till Géteborg sommaren 2025
och delta i en stdrre konsert.

Fritidsgdrdar

Enheten har under 8ret sett ett trendbrott nar
det kommer till ungdomarnas mobilanvandande
pd vara arenor. Flera ungdomar valjer att spela
sallskapsspel, lagga pussel och umgas med
varandra genom att spela pingis, biljard, basket
och fotboll. Nar gympahallen &r éppen pa lérdag
kvéllar och under loven &r det alltid ménga
ungdomar pa plats dir de samsas om ytorna fér
olika aktiviteter. Flera av ungdomarna, bade
tjejer och killar, visar ocksd ett stérre intresse
for bakning och matlagning.



Enheten arbetar for att erbjuda alla ungdomar
mojlighet att delta p& arrangemang under lov
mm. Exempel fér att underlatta ar att erbjuda
busskort.

Fritidsgdrden &r fortsatt aktiv i samverkan med
skola, socialkontor och polis (SSPF).

Kultur och forening

Samarbete med Studieférbundet Vuxenskolan
och Studieframjandet foér att framja sociala,
pensiondrs- och kulturféreningars utveckling.
Malet var att starta minst en studiecirkel med
deltagare fran flera féreningar, for att arbeta
med frdgor om foreningsutveckling,
medlemstillvéxt, marknadsforing och
styrelseutveckling. Tyvarr fick studiecirkeln
stillas in pga. for fa deltagare. En foreldsning
med Aron Schoug Ohman om hur man

motiverar ideella aktérer genomférdes i oktober.

Ett 15-tal representanter fran flera olika
foreningar deltog, aven idrottsforeningar.

Under sommaren har S6rmlands museum visat
foton frdn museets och hembygdsféreningarnas
arkiv i en utomhusutstéllning i Hamnangen i
Trosa och i Vagnharads stationsomrade.
Utstéllningen var en del i det lansévergripande
projektet Bilder som berattar.

Turistbyran, biblioteken och Kultur och férening
har samarbetat i projektet Arensning.
M3lsattningen var att skapa minst en kulturell
aktivitet p& temat "arensning” och omfattade en
dramatiserad teatervandring utmed Trosadn i
Trosa (tva tillfallen). Bildlararen pd
Hedebyskolan har arbetat med sina elever
under hela hdstterminen och kommer att stélla
ut elevernas konstverk pa Biblioteket Navet
under varen 2025.

Lokaler och anlaggningar

MTB-leden i Vitalisskogen ar fardigstalld. Leden
har forsetts med informationsskyltar om alla
fritidsaktiviteter som erbjuds i omradet, samt
ordningsregler och sékerhetsrekommendationer
i skogen.

Fortsatt renovering och upprustning av stugor
och brygga pd Krdmé samt installation av nya
toaletter.

Utredning av de kommunala batplatserna har
genomforts, med fokus pa faciliteter, access
frdn land och hav och renoverings- och
underhallsbehov. Kontorets slutrapport, med
foérslag pa prioriteringar, kommer att
presenteras for namnden under 2025.

Renovering av omkladningsrum och biutrymmen
pd Skarlagsvallen har genomforts.

Upprustning av Kulturminnet Edané gard &r i full
gdng. Under 2024 har ett antal byggnader
renoverats, gronomradet har slyréits,
traddck/utsiktsplats har fardigstallts, och en
servicebyggnad med toalett och kdk ar under
uppbyggnad. Trosa Scoutkdr har fatt en ny
uteplats med skarmtak och vedforrad intill
Ladan. I samband med detta kommer
hyresavtalet med Trosa Scoutkar att
omférhandlas.

Arbetet med Edand gard fortsatter och berdknas
bli klart vdren 2026. Aven utvecklingen av
Scenparken i Vagnharad fortsatter, dar offentlig
konst kommer att uppforas.

Namnden har fattat beslut om férlangning av
tjdnstekoncessionen Trosa gasthamn samt
hyresavtalet Krdmd. Avtalen I&per ut sista okt
2028.

FORVANTAD UTVECKLING

Utveckling av fastigheten Edand gard p3
Obolandet fortsatter 2025-2026. Renovering av
servicehus pa Trosa camping sker under 2025.

QLAN-planerna p& Kyrkskolan, Vitalisskolan och
Hedebyskolan ska genomféras under kommande
&r. Forst ut &r Kyrkskolans plan, som ska
renoveras under 2025.

Arbete med ny upphandling av
tjdnstekoncession Trosa gasthamn planeras att
p&bérias under 2027 for att ha ett nytt avtal pd
plats hésten 2028.

Insatser for att ka antalet elever i &mnet sdng
kommer att starta under varterminen 2025.
Kulturskolans sdngpedagog kommer att besoka
I&gstadieklasser och informera om &mnet, och
ett samarbete med Tomtaklintskolans
musiklarare angdende en sangkor &r under
planering.

Férslag om reviderade kursavgifter for
kulturskolan ska beredas under varen 2025.

Biblioteken arbetar enligt den nya
biblioteksplanen som galler from 2025.

Fortsatta arbete kring beredskap och
bibliotekens roll som informationsplatser vid kris
och i handelse av stdrre samhallsstérningar.



Under sommaren 2025 ska fritidsgards-
verksamheten flyttas till hamnen och ha en av
hamnbodarna som bas. Vi kommer

erbjuda aktiviteter, allt frn grillning till olika
spel sdsom fotboll, brénnboll, krocket och
kubb.

Fritidsgdrdarna kommer dven samarbeta med
Skol IF p& bada hogstadieskolorna for att pa sa
satt kunna vara med och bidra nar de har olika
evenemang som &r pa andra orter.

VERKSAMHETSMATT
Verksamhetsmatten finns med som bilaga.
Nedan en reflektion kring matten.

Antalet uthyrda platser i den kommunala
smabatshamnen fortsatter att minska, liksom
antal i ko for stora platser, vilket vi tror dels
beror pa det rddande ekonomiska ldget, dels pd
batplatsernas skick. Lagkonjunkturen gor att
farre personer dger bat &n fér ndgra ar sen,
framst storre batar. Det &r dven tydligt att flera
bryggor inte &r i optimalt skick och darmed
mindre uthyrda.

Antalet foreningar som erhéller stod fran
Trosa kommun har minskat ndgot sedan 2023.
Samtidigt 6kar antalet bidragsberattigade
deltagare och idrottsaktiviteter stadigt, vilket
ser ut att vara en ih3llande trend. Det stimmer
med kontorets iakttagelser, dar framfor allt de
redan stora foreningarna fortsatter att vaxa
med fler lag.

Antal kulturféreningsaktiviteter har ocks3
minskat sedan férra aret, men antal deltagare
oOkar. Eftersom kulturféreningarna kampar med
sin utveckling sd &r det inte 6verraskande att
det arrangeras farre aktiviteter. Men eftersom
antalet besdkare dkar sd finns det bevisligen en
stark efterfrdgan hos publiken.

Antal bes6kande ungdomar fritidsgarden
under varterminen har ékat ndgot i Trosa men
en liten minskning i Vagnharad. Det ar mer
markant att vi haft farre besékare under
sommaren i ar an tidigare ar. Under hésten har
det varit farre besdk i Trosa &n tidigare medan
Vagnhérad &r i samma niva som férra aret.

Besok pa biblioteken visar en uppatgaende
trend efter pandemin. Bade Antal
1dn/invanare och e-1&n visar en tydlig
uppatgdende trend. Gladdjande nog dkar dven
barnboksldnen vilket troligen ar ett resultat av
de satsningar som gors kring barns lasande.

Det totala antalet unika elever som var
inskrivna pa Kulturskolan under 2024 landade
pa 350 st., vilket &r en 6kning mot 2023 &rs
elevantal med ca 13 %. Andelen unika elever
i dldern 6-19 &r &r 14 %, aven det en 6kning
jmf med 2023. Det genomsnittliga nyckeltalet
for kommuner i samma kommungrupp som
Trosa &r for 2023 12,3 % 6-19-aringar, vilket
placerar Trosa strax 6éver genomsnittet. En
forklaring till denna 6kning &r att kulturskolan
under ht-24 erbjéd bade dans och teater igen,
vilket inte har funnits p& schemat under en
langre tid. Under vt-25 kommer tyvarr teater
och dven musikproduktion utga frén
kurskatalogen pga. brist pa personal med ratt
kompetens. Det finns darmed en risk att antalet
unika elever kommer att sjunka under 2025.

Antal amneskurser uppgick vid arets slut till
530 st. Det ar 16 % mer an 2023, vilket ligger i
linje med verksamhetens mal. Aven denna siffra
kan komma att sjunka under 2025 pga. samma
orsak som ovan.

Antal intresseanmalningar har sjunkit med
ca 50 % sedan 2023. Detta kan férklaras med
att kulturskolans utbud och tillgéngliga platser
ar latt overskddligt genom StudyAlongs
direktbokning, samt att verksamheten har
utdkat med fler kurser och platser.

UPPLYSNING OM VASENTLIGA
PRIVATA UTFORARE

APelago AB:

Trosa camping & havsbad

Trosa gasthamn

Krdmé

Medley: Badhuset Safiren

INTERN KONTROLL

Redovisas i separat dokument till namnden.
Namndens arbete med intern kontroll har foljt
gédllande plan. Verksamheterna arbetar I6pande
med riskbedémningar och uppféljningar bland
annat pa arbetsplatstréffar. De avvikelser som
identifieras arbetas med och 8tgardas. Ny
riskbedémning tas fram och presenteras i ny
internkontrollplan fér 2025.



Verksamhetsmatt Kultur och fritid 2024

Not:

2024 2023 2022
Batplatser
Antal uthyrda platser /tot antal platser 531/698| 537/698| 589/698
K, stora platser 18 21 27
Foreningsstod
Antal féreningar som erhaller stdd fran TK 40 42 44 1
Antal bidragsber. Idrottsaktiviteter (TK) 7 058 6 552 5836 2
Antal bidragsber. deltagare idrottsaktiviteter (T 69 815 59642| 52378 2
Antal kulturféreningsaktiviteter 143 146 98 3
Antal deltagare kulturféreningsaktiviteter 24398| 16689 8600 3
Fritidsgardar
Antal aktiviteter/resor under lov 15 13 11
Antal besékande ungdomar vartermin
vardag/helg IRL (snitt/dag) 20/50 13/46 11/42
vardag/helg UH (snitt/dag) 12/18 14/19 15/27
Antal besbkande ungdomar sommarlov
vardag IRL (snitt/dag) 13 14 24
vardag UH (snitt/dag) 2 12 16
Antal besékande ungdomar hésttermin
vardag /helg IRL (snitt/dag) 19/46 30/56 30/50
vardag/helg UH (snitt/dag) 22/30 22/34 25/29
Antal ungdomar som anvander Ungdomsappe 764 787 720 4
Biblioteken
Antal besok totalt /invanare 5,62 5,3 5,61
varav antal meréppetbesok/invanare 1,07 1,02 0,96
Antal lan/invanare 4,35 3,85 3,8
Antal e-lan/invanare 0,48 0,26 0,28
Antal barnbokslan / barn (0-17 ar) 10,38 9,43 9,19
Kulturskolan
Antal enskilda/unika elever 350 310 297
Andel unika elever ( 6-19 ar) % 14 12 12
Antal @mneskurser 530 458 379
Antal intresseanmalningar 61 135 5
Ko gamla systemet 207
1. Kulturféreningar 14, Idrottsféreningar 20, Sociala/Pensionarsféreningar 6
2. Redovisade antal avser aret fore
3: Redovisas i arsbokslut och avser gallande ar

4. Antal ungdomar som varit pa fritidsgardarna eller deltagit pa resa 1 eller flera ganger.
5. Nytt system som raknar intfresseanmalningar - ersatter antal i k6 from ht-23 |
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Redovisning av utford internkontroll 2024 for Kultur- och
fritidsnamnden

Forslag till beslut

Kultur- och fritidsnamnden godkanner utférd internkontroll 2024.

Sammanfattning av arendet

Internkontrollplanen antogs av kultur- och fritidsndmnden 2024-03-21. Kontroll har genomforts.
Internkontroll ar ett standigt pagaende arbete dar verksamheten utvarderar och férbattrar utifran
de omraden som identifieras.

En kortfattad beskrivning av alla kontroller samt kommentarer till dessa aterfinns i bilaga.

Kerstin Tibbling
Produktionschef

Beslutsunderlag

Redovisning av utférd Internkontroll 2024

Postadress: Trosa kommun, 619 80 Trosa * Tel: 0156-520 00 « Fax: 0156-520 17 « E-post: trosa@trosa.se
www.trosa.se



Namnd/forvaltning:

For tidsperiod:

Kommunens Internkontrollreglemente och anvisningarna till detta, ligger till grund fér denna plan.
Resultaten av kontrollerna rapporteras I6pande. Rapportering ska ske skriftligt, se reglementet.
Rapportering ska géras till KFN, KS och revision 1 g8ng per 8r pa genomférda kontroller och dess resultat.

Internkontroliplan
Uppfoljning

Kultur och fritid

2024-01-01 --2024-12-31

Rutinnummer/rutin Riskvdrde |[Kontrollmoment Metod Kontrollresultat och noteringar Uppfoljning Ansvarig Rapport
(max 25) (Vad?) (Hur?) (Né&r?) (Vem?) till
Kulturskolan
Information och
Information nar inte ut 9 Vardnadshavare och elever nds inte av Kontrolleras vid kontakt med Genomfort. Orsaken till att info inte ndr ut till Lopande Kulturskolechef Prod chef
information fran larare/ledning vh/elev. Har vh godkant att ta emot |vardnadshavare &r oftast att utskick fran
utskick fran StudyAlong? Har lararen |StudyAlong fastnar i skrapposten hos mottagaren.
missat att informera via
StudyALong? Hamnar mail frn
StudyAlong i skrédppost?
Personal
Misskoter tider 10 Arbetstidsavtalet gallande tider och Nya rutiner och underlag for Genomfort. Lopande, sarskilt Kulturskolechef Prod chef
undervisning efterféljs inte schema. Kontroll att schema infor ny termin.
efterfoljs. Utbildning via chef,
HR/Sveriges Larare for okad
forstaelse for lararavtal. Handledning
och uppféljning mellan mb och chef
vid schemal&ggning.
Stold/ Skadegorelse
Vandalisering 12 Rapportering vid inbrott, in och utvandig|Kontroll rapporterad skadegdrelse, |Genomfort. Lépande Kulturskolechef Prod chef
skadegorelse, Embrace Embrace , Trobo, tekniska
Biblioteken
(Tjdnstemottagare) Besokare
Bristande tillganglighets- 10 Att nédutgangarna uppfyller géllande Oversyn tillsammans med Trobo. Genomfdrt. Handlingsplan finns. Skyddsrond 2024 Bibliotekschef Prod chef
anpassning nédutgéngar krav eller att handlingsplan finns om s8
ej ar fallet.
Kultur och forening
Uppdraget
Jourutryckningar till uthyrda 12 Lassystem (ARX), rutiner for in- och Felanmaélan fran hyresgést, faktura |Genomfért.Antalet jourutryckningar verkar ha Vid rapport/faktura [Kultur- och foreningschef [Prodchef
lokaler pga l&sta dorrar utpassering pa utryckning fran Trobo. Kontakt minskat ndgot jfrt med 2023, men behover féljas
med hyresgdst och kontaktcenter aven under 2025.
varje gdng det intraffar.
Felaktig bidragsutbetalning eller 9 Krsméteshandlingar: styrelsens Kontrollera att samtliga efterfrdgade |[Genomfort. Ett flertal foreningar har ombetts att |N&r misstanke Kultur- och féreningschef [Prodchef
fusk i underlag sammansattning, revisionsberattelse, handlingar har inkommit. Granska uppdatera sin information eftersom avvikelser har |uppstar
verksamhetsberdttelse. Underag for styrelsens sammansattning, noterats. En férening har fréntagits sitt
bidragsansdkningar. revisionsberattelse, 6vriga underlag. |bidragsberdttigande pga illa hanterad redovisning.
Kontakta foreningen vid frégor.
Badolyckor 10 Bryggor, badstegar, réddningsutrustning, |Fastighetsservice ronderar Genomfort. Inga incidenter under 2024 1 gang/vecka under |Kultur- och féreningschef |Prodchef
informationstavlor badsasong
(Tjanstemottagare) Foreningar/medborgare
Batplats nyttjas av obehorig 9 Kommunala batplatser Rapport fran batagare, Genomfort. En incident under 2024, som léstes  [Vid rapport fran Kultur- och foreningschef |Prodchef
kontaktcenter. Misstankta batar genom att baten flyttades. batagare eller
lappas av fastighetsservice. kontaktcenter

Stold/skadegorelse




Rutinnummer/rutin Riskvdrde |[Kontrollmoment Metod Kontrollresultat och noteringar Uppfoljning Ansvarig Rapport
(max 25) (Vad?) (Hur?) (N&r?) (Vem?) till
Skadegorelse/stold 16 Gymnastikredskap, arenor, anlaggningar, |Avvikelserapport/felanmalan fran Genomfort. Info om skadegérelse rapporteras in  |Felanmélningar: Kultur- och féreningschef [Prodchef
lokaler/anlaggningar lokaler, utegym, m.m. hyresgéster/stédd, KGM besiktigar via fastighetsservice, stéd, Trobo eller hyresgast. [ldpande. KGM
gymnastikredskap Incidenten rapporteras in till Embrace och besiktigar 1 géng/ar
polisanmals om aktuellt. Fortsatt arbete
Fritidsgérdarna
Besokare
Ungdomar som &r paverkade av 8 All personal har kdnnedom om tecken Téat dialog och samverkan med Genomfort. Vid ett tillfalle under varen hade vi Kontinuerligt Fritidsgardschef Prod chef
alkohol och/eller droger och sympton vid droganvandning. Folja |omr&despolis och socialtjanst och ungdomar inne pa fritidsgdrden som var
handlingsplanen. faltare. Uppfoljning p& APT méten.  |paverkade av alkohol. Handlingsplanen féljdes
och atgéarder vidtogs.
Hot och vald, p% och utanfér 12 Folja handlingsplan och rutiner. Dela information p% APT moéten samt|Genomfort. Inga incidenter under 2024. Kontinuerligt Fritidsgérdschef Prod chef
fritidsgdrden informera s& fort ndgot hander.
Samverka med faltare, polis och
skolan.
Ovrigt - Alla enheter
Bisysslor 9 Inventering av bisysslor Att alla chefer efter genomférda Genomfort. 1 gang per ar Chef enl. delegation Prod.chef
utvecklingssamtal har en uppdaterad
inventeringslista pa8 medarbetarnas
eventuella bisysslor.
Arbetsmiljo 12 Att riskanalyser genomfdrs och att Enhetschef foljer SAM Genomfort. 1 gang per &r Chef enl. delegation Prod.chef
eventuella handlingsplaner upprattas.
Ratt 16n 12 Analyslista - Réatt 16n till ratt person Att alla chefer manatligen kollar sina [Genomfort Manatlig Chef enl. delegation Prod.chef
analyslistor - (ratt 16n till ratt
person).
Oegentligheter eller misskotsel i 12 Att kommunkoncernens riktlinjer mot Har diskuterats arligen pa varje Genomfort. Enl APT rutin fran HR 1 gang per ar Chef enl. delegation Prod.chef
arbete* mutor och oegentligheter har diskuterats |enhets APT
arligen pa varje enhets APT samt
information om hur man anmaler
oegentligheter eller misskotsel i arbetet.
Uppfdljning av privata utférare 8 Uppféljning av privata utférare enligt Enligt forfragningsunderlag Genomfort Loépande Chef enl. delegation Prod.chef
Program for uppféljning och insyn av
verksamhet som utférs av privata
utférare i Trosa kommun *
Registerforteckning, enligt 10 Genomgang minst en gang per ar, |Genomfort Prod.chef
dataskyddsforordningen, komplett gors i Draftit
och korrekt 1 ggr/ar Chef enl. delegation
Informationssékerhet 15 Att styrande IT-dokument har diskuterats|APT Genomfort. Enl APT rutin fran HR Prod.chef
arligen pa varje enhets APT.
1 ggr/ar Chef enl. delegation
Informationshantering 9 Informationshanteringsplanen &r aktuell |APT Genomfort. Arbete pagar dvergripande kring detta Prod.chef
och kand inom organisationen i samband med att vi gar 6ver till W365 samt Lex
(&rendehanteringssystem) 1 ggr/ar Chef enl. delegation
Personal slutar i kommunen 12 Kommundvergripande rutiner efterlevs R Prod.chef
nar personal slutar. Enhetschef vid anstéllnings avslut Genomfort 1 ggr/ar Chef enl. delegation
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Internkontrollplan 2025 for Kultur- och fritidsnamnden

Forslag till beslut

Kultur- och fritidsndmnden godkanner internkontrollplan 2025.

Sammanfattning av arendet

Enligt kommunallagen 6 kap § 7 ska ndmnderna férsakra sig om att den interna kontrollen ar
tillracklig och att verksamheten bedrivs pa ett i 6vrigt tillfredsstallande satt.

Varje ar ska en ny internkontrollplan arbetas fram och antas av namnden. Internkontrollen
avseende 2024 ar genomford. Framtagen plan bygger pa genomférd riskanalys och pa ett
antal kommungemensamma obligatoriska kontrollmoment inom omradena.

Identifierade risker beddms och podngsatts utifran sannolikheten att de intraffar och vilka
konsekvenser som uppstar om den intraffar.

Sannolikheten multiplicerat med konsekvensen ger ett riskvérde, i det fall riskvardet uppgar till 8
eller mer tas risken med i kontrollplanen

Kerstin Tibbling
Produktionschef

Beslutsunderlag
Internkontrollplan 2025

Postadress: Trosa kommun, 619 80 Trosa * Tel: 0156-520 00 « Fax: 0156-520 17 « E-post: trosa@trosa.se
www.trosa.se



trosa

Internkontroliplan

Namnd/forvaltning:

For tidsperiod:

Kommunens Internkontrollreglemente och anvisningarna till detta, ligger till grund fér denna plan.
Resultaten av kontrollerna rapporteras I6pande. Rapportering ska ske skriftligt, se reglementet.
Rapportering ska gdras till KFN, KS och revision 1 gang per ar pa genomférda kontroller och dess resultat.

Kultur och fritid

2025-01-01 --2025-12-31

Rutinnummer/rutin Riskvdrde |Kontrollmoment Metod Uppfdljning Ansvarig Rapport
(max 25) (Vad?) (Hur?) (Nar?) (Vem?) till
Kulturskolan
Stold/ Skadegorelse
Vandalisering 12 Rapportering vid inbrott, in och utvandig|Kontroll rapporterad skadegérelse Lépande Kulturskolechef Prod chef
skadegoérelse
Information och kommunikation
Information nar inte ut 9 Vardnadshavare och elever nds inte av  |Kontrolleras vid kontakt med Lépande Kulturskolechef Prod chef
information frén larare/ledning vh/elev.
Personal
Misskoter tider 10 Arbetstidsavtalet géllande tider och Nya rutiner och underlag fér Lépande, sarskilt Kulturskolechef Prod chef
undervisning efterféljs inte schema. Kontroll att schema infér ny termin.
efterfdljs. Utbildning
Biblioteken
(Tjanstemottagare) Besokare
Bristande 10 Att nédutgangarna uppfyller géllande I samarbete med hyresvard, anmalt |vid rondering Bibliotekschef Prod chef
tillganglighetsanpassning krav eller att handlingsplan finns om sa
nédutgangar ej ar fallet.
Kultur och férening
Uppdraget
Jourutryckningar till uthyrda 12 Lassystem (ARX), rutiner for in- och Felanmalan fran hyresgast, faktura |Vid rapport/faktura |Kultur- och féreningschef Prodchef
lokaler pga |&sta dorrar utpassering pd utryckning fran Trobo. Kontakt
med hyresgdst och serviceenheten
varje gdng det intréffar.
Felaktig bidragsutbetalning eller 9 Arsméteshandlingar: styrelsens Kontrollera att samtliga efterfragade [Nar misstanke Kultur- och féreningschef Prodchef
fusk i underlag sammansattning, revisionsberattelse, handlingar har inkommit. Granska |uppstar
verksamhetsberattelse. Underag for styrelsens sammansattning,
bidragsansdkningar. revisionsberdttelse, dvriga underlag.
Kontakta foreningen vid frégor.
Badolyckor 10 Bryggor, badstegar, Fastighetsservice ronderar 1 gdng/vecka under |Kultur- och féreningschef Prodchef

raddningsutrustning, informationstavlor

badsdsong

(Tjanstemottagare) Foreningar/medborgare




Rutinnummer/rutin Riskvdrde |Kontrollmoment Metod Uppfoljning Ansvarig Rapport
(max 25) (Vad?) (Hur?) (Nar?) (Vem?) till
Batplats nyttjas av obehdrig 9 Kommunala batplatser Rapport fran batagare, Vid rapport fran Kultur- och féreningschef  |Prodchef
kontaktcenter. Misstankta batar batagare eller
lappas av fastighetsservice. kontaktcenter
Stold/skadegorelse
Skadegorelse/stéld 16 Gymnastikredskap, arenor, Avvikelserapport/felanmaélan fran Felanmalningar: Kultur- och féreningschef Prodchef
lokaler/anlaggningar anlaggningar, lokaler, utegym, m.m. hyresgaster/stad, KGM besiktigar |6pande. KGM
gymnastikredskap besiktigar 1 gang/ar
Fritidsgdrdarna |
Uppdraget
Olyckor vid resor 15 Alkol3s i alla bussar, sakerhetsbélten, Dialog med bussbolaget. Ha en Innan varje resa vid |Fritidsgardschef Prod chef
handlingsplan vid olycka. deltagarlista p& IRL som personal bokningstillfallet.
kommer 3t.
Besokare
Ungdomar som &r paverkade av 8 All personal har kannedom om tecken Tat dialog och samverkan med Kontinuerligt Fritidsgardschef Prod chef
alkohol och/eller droger och sympton vid droganvéandning. Félja |omradespolis och socialtjanst och
handlingsplanen. faltare. Uppfoljning pd APT méten.
Hot och vald, pa och utanfoér 12 Félja handlingsplan och rutiner. Dela information pd APT méten Kontinuerligt Fritidsgardschef Prod chef
fritidsgarden samt informera s& fort ndgot
hander. Samverka med faltare, polis
och skolan.
Ovrigt - Alla enheter
Arbetsmiljo 9 Att riskanalyser genomfors och att Enhetschef foljer SAM 1 gang per ar Chef enl. delegation Prod.chef
eventuella handlingsplaner upprattas.
Réatt 16n 12 Analyslista - Ratt 16n till ratt person Att alla chefer manatligen kollar sina[M&natlig Chef enl. delegation Prod.chef
analyslistor - (ratt 16n till ratt
person).
Oegentligheter eller misskétsel i 8 Att kommunkoncernens riktlinjer mot Har diskuterats arligen pa varje 1 gang per ar Chef enl. delegation Prod.chef
arbete* mutor och oegentligheter har diskuterats [enhets APT
rligen p3 varje enhets APT samt
information om hur man anmaler
oegentligheter eller misskétsel i arbetet.
Uppfoljning av privata utférare 8 Uppfoljning av privata utférare enligt Enligt forfragningsunderlag Lépande Chef enl. delegation Prod.chef
Program for uppféljning och insyn av
verksamhet som utfors av privata
utférare i Trosa kommun *
Registerférteckning, enligt 12 Genomgang minst en gang per ar, Prod.chef
dataskyddsfoérordningen, komplett gors i Draftit
och korrekt 1 ggr/ar Chef enl. delegation
Informationshantering 9 Informationshanteringsplanen &r aktuell |APT . Prod.chef
och kand inom organisationen 1 ggr/ar Chef enl. delegation
Informationssakerhet 20 Att styrande IT-dokument har APT Prod.chef
diskuterats arligen pa varje enhets APT. 1 ggr/ar Chef enl. delegation
Personal slutar i kommunen 12 Kommundvergripande rutiner efterlevs Prod.chef
nar personal slutar. Enhetschef vid anstélinings avslut |1 ggr/ar Chef enl. delegation
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Kerstin Tibbling Datum
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Miljoredovisning 2024

Forslag till beslut

Kultur- och fritidsndmnden godkanner miljéredovisningen som del av uppféljningen utav Trosa
kommuns miljéledningssystem for 2024.

Sammanfattning av arendet

Trosa kommun har ett miljéledningssystem som omfattar hela kommunkoncernen. Syftet med
miljdledningssystemet ar att alla kommunens verksamheter kontinuerligt ska arbeta for att
negativ miljopaverkan ska bli sa liten som mdjligt samt bidra med positiv miljopaverkan.
Miljdarbetet foljs arligen upp och en sammanstallning redovisas till kommunfullmaktige som
underlag for kommande prioriteringar och beslut. Infor detta sa tar varje férvaltning fram en
miljéredovisning som anger hur man arbetat med miljéfragorna under aret.

Kerstin Tibbling
Produktionschef

Beslutsunderlag

Redovisning miljéledningssystem 2024

Beslut till
Hallbarhetsutskottet

Postadress: Trosa kommun, 619 80 Trosa * Tel: 0156-520 00 « Fax: 0156-520 17 « E-post: trosa@trosa.se
www.trosa.se



Redovisning miljoledningssystem 2024

Kultur- och fritidsnamnden/Teknik- och servicenamnden
Kultur-, fritid-, teknik- och servicekontoret

Ordforande Teknik- och servicenamnden: John Carlsson (C)
Ordforande Kultur- och fritidsnamnden: Lena Isoz (M)

Produktionschef: Kerstin Tibbling

MILJOPAVERKAN

Ledningsgruppen for Kultur, fritid, teknik och service
har i samverkan med kommunekolog identifierat de
omraden som sannolikt har storst miljopaverkan
inom verksamheterna utan inbérdes rangordning.
Arbetet har utgatt fran miljdomraden:

Begransad klimatpaverkan
Frisk luft

Giftfri miljo

Grundvatten av god kvalitet
Biologisk mangfald

Ingen Gvergddning

YV V V VYV YV

Féljande omraden har sannolikt storst miljdpaverkan
(utan inbdrdes rangordning):

»  Fastigheter uppvarmning

»  Drift av fastigheter och anlaggningar

»  Maskiner for att uppratthalla infrastruktur
och transporter

»  Maltider (ex. svinn, val av livsmedel, -
CO2, utslapp, konstgddsel-anvandning,
diversifierad odling)

»  Transporter

»  Markanvandning

»  Inkop (ex. stad kem, material, byggnation,
transporter)

» Omhandertagande av avfall

»  Vattenproduktion och distribution

»  Avloppsrening

Kopplat till detta ser vi att manga av des omraden ar
kopplade till kompetens och beteenden, vilket innebar
att verksamheten behdver arbeta medvetet kring
dialog, kommunikation och information kring fragorna
for att kunna uppna férandring.

MILJOUTBILDNING

For att miljohansyn ska kunna genomsyra den
kommunala verksamheten sa ar det viktigt att
medarbetarna har grundlaggande miljokunskaper.

Andelen som gatt miljéutbildningen 2024 ar:
50-75%

Utdver det har flera medarbetare genomfort utbildning

i nartid tidigare ar.

MILJOINSATSER OCH AKTIVITETER

Energiforbrukning — uppvarmning och el

Installationen av 6verordnade styrsystem fran
Schneider till ett sk EBO system. Installationen I16per
pa under 2024. Systemimplementeringen fortsatter
under 2025. Ett narmare samarbete med Schneider
har utvecklats under perioden

Verksamheten fortsatter att arbeta med
energibesparande atgarder tillsammans med
Schneider och Trobo. Tva mer omfattande pilotprojekt
ska starta under 2025, Tomtaklintskolan och Safiren.

Av total elférbrukning pa 4 780 000 kWh s3 ar totalt ca
454 000 kWh producerade av solceller. Dessa ar
placerade pa Safiren, Skarlagskolan, Vardcentralen,
Skargardens forskola, Multum och Industrigatan 8
Nytt avtal ar tecknat pa miljovanlig el under 2024 foér
perioden 2024 & 2025 med Energi forsaljning Sverige
enligt nedan

- El = GoO Vatten (Guarantee of origin) ursprungsgaranti
- FJV = Andel fornyelsebart: 100%

| samband med utbyggnad av ny avdelning och
renovering av befintliga Angsgarden i Trosa
konverterades uppvarmning fran el till fiarrvarme.

Maltider



Matsvinnsmétning

Under 2024 har vi jobbat vidare med malsattningen att
minska matsvinnet till 2030 med 50 % fran 2021 ars
niva, vilket innebar ca 45 g svinn/portion.

Under 2024 har vi méatt svinn dagligen i skolorna. |
snitt hade vi ca 71,2 g/svinn/portion vilket ar en
minskning med 4 % fran 2023.

Pa flera av skolorna har vi stjarnjakt — understiger
veckans svinn en niva som ar lagre an 30 % av forra
arets genomsnitt — sa far de en stjarna. Vid fem
stjarnor sa utgar en beloning.

Vi har aven deltagit pa workshop pa
Tulldangsgymnasiet som i princip har noll svinn. Utifran
erfarenheterna darifran genomfoérde vi en intern
workshop under héstlovet dar vi delade
restmatlagningstips.

Total mangd svinn har minskat i ar. Vi hade 21,7 ton
svinn totalt i skolorna (22,4 ton 2023). Kostnaden
uppskattas till ca 760 000 kr.

Vi mater aven mangd uppaten mat/g/port och den
siffran hamnade pa 285 g/port for 2024. Det ar en liten
minskning fran 2023 (288 g/portion). Detta tror vi beror
pa att vi blivit battre pa att rapportera mat som sparas

i var matsvinnsstatistik.

Diet for a Green Planet

Maltidsservice har fortsatt arbetet med Diet for a
Green Planet, framfor allt genom att jobba for ett
battre vegetariskt utbud, minskat matsvinn samt mer
lokala produkter. Vi méater kg CO2%e/kg livsmedel for att
se att utvecklingen gar at ratt hall.

Under 2024 minskade vi var klimatpaverkan fran
maltiderna fran 1,8 kg CO.e/kg till 1,6 kg CO.e/kg.

Detta &r en positiv effekt av att livsmedelskostnaden
blivit hdgre och arbetet med att halla budget innebar
att verksamheten behdver dra ner pa andelen
animalier.

| diagrammet nedan ser man hur Trosa (ljusbla stapel)
ligger till i forhallande till resten av Hanteragruppen
(merparten av Sveriges kommuner). Vi ligger nu lagre
an genomshnittet. Livsmedelsverket anger att offentliga
maltidsverksamheter bor strdva mot att komma ner till
1,25 g CO,e/kg som en langsiktigt hallbar niva.

Klimatpaverkan

kg CO:e/kg livsm.

® kg CO:e/kglivsm. @ Hanteragruppen  -® Org. malsattning - Langsiktiga mal

Maskiner, fordon och transporter
Fordonssamordnare som arbetar 6vergripande med
kommunens alla bilar ger goda méjligheter till en mer
effektiv skdtsel och anvandning av fordon.
Fordonsparken bestar av totalt 54 bilar som till stérsta
delen kan drivas pa de férnybara branslena HVO100
eller etanol. Det finns dessutom nagra eldrivna fordon
och 1 bensinbil. Fordonsgruppen arbetar for att fler
fordon fram&ver kommer att vara eldrivna.

Samtliga traktorer tankas med HVO samt att
grasklippare och trimmers kan tankas med
miljdbensin akrylat. Robotklippare anvands fro att
klippa fotbollsplaner vilket minskar avgaser och buller i
naromradet.

Verksamheter uppmuntras att ga, cykla, anvanda
offentliga fardmedel och samaka i stallet for att ta
bilen nar sa ar mgjligt.

Inkop

Inkdp av varor och tjanster och de krav som stélls i
upphandlingar ar en viktig del i att styra mot ratt val for
det specifika tillfallet. Miljokraven ar en del i det
underlaget.

Avfall och atervinning



el

| enlighet med ny lagstiftning ska Fastighetsnara
insamling vara genomfort till 1 jan 2027. | samarbete
med Telge har man pabdrjat arbetet med att stélla om
verksamheten for att kunna starta utrullningen under
hdsten 2025. Information till medborgare om
forandringen finns pa trosa.se samt i sociala media
och kommer att byggas pa under varen 2025.
Fastighetsnara insamling ska kunna ge en stérre
andel sorterat material och minska andelen som gar
till férbranning.

Atervinningscentralen pa Korslét arbetar med att
vagleda medborgarna att sortera sitt avfall pa ratt satt.
Besokare ger mycket goda betyg pa verksamheten
dar 100 % ar mycket néjda eller ndjda med hjélpen
och bemétandet. Verksamheten tar &ven emot
skankta saker som saljs for en billig peng pa
kommunens Atervinningsbutik samt p& anlaggningen
(mabler och cyklar) vilket bidrar till cirkular ekonomi
och lagre miljopaverkan. Fastighetsservice har ett nytt
uppdrag att halla rent och fint pa de atervinnings-
stationer som finns i kommunen. Till det uppdraget
anvands elbil.

Vatten och aviopp

Verksamheten arbetar aktivt med ett flertal processer
for en langsiktigt hallbar vatten- och avloppshantering
och de narmaste aren kommer manga
investeringsprojekt kopplat till det paga.

Vattenproduktion

Ar -24 -23 -22

Producerad

vattenmangd (tm3) 949 922 963
Forsald

vattenmangd (tm3) 732 763 755
Ospecificerad

forbrukning (%) 23% 17% 22%
Vattenlackor, antal 19 11 17

Nar vi ser pa de tre sista arens vattenproduktion kan
vi konstatera att den ligger relativt jamt forsald mangd
vatten, men en hog niva av ospecificerad férbrukning,
vilket verksamheten kommer att arbeta mer med
kommande ar. Vi har under 2024 haft en 6kad volym
av vattenlackor. Dessa gar delvis att harleda till att det
varit torrt langt ner i marken vilket skapar rorelser i
marken som paverkar ledningar.

Merparten av de digitala vattenméatarna ar utbytta
under 2024. En mindre del aterstar att hantera i borjan
pa 2025. Under 2024 paborjades projektet med att
samla in matvarden centralt, vilket kommer att
fardigstallas under 2025. Nar systemet ar
implementerat kommer verksamheten att kunna se
sin forbrukning i realtid, vilket aven kan innebara att
man upptacker lackor i ett tidigare skede.

Arbete med att trygga tillgangen till dricksvatten ar av
stor betydelse. Vi ska ha tillracklig mycket vatten av
god kvalitet, bade idag och imorgon enligt EUS
ramdirektiv for vatten, vattendirektivet.

Under aret inleddes en forstudie for att ta fram tva
alternativ till reservvattentakt. Arbetet fortgar under
2025. Arbetet med att utreda villkoren for skyddszoner
i Sortuna har pagatt sen en tid tillbaka och kommer att
fortsatta under 2025.

Avloppsrening

Finckringriommare

A raringunitata

= —
o T

Projekt Overféringsledning till SYVAB pégér enligt
plan dar malbilden ar att kunna koppla pa 2027/28.
Projektet kommer aven att arbeta vidare med de
noédvandiga atgarder som kravs for att anpassa fléden
och pumpkapacitet for de nya forutsattningarna samt
utreda hur vi ska kunna fortsatta anvanda
vatmarkerna som ndd-bredd och utjamningsmagasin.
Projektet ar av positiv betydelse for reningsgraden
och Ostersjons vattenkvalitet d& kraven pa ett storre
verk ar hégre an i vara nuvarande verk.

Deltagit pa Hallbarhetsdagen kring vatten och aviopp.

Ovrigt



Kramg: atgarder for att skéta naturreservatet, som
t.ex. slatter pa &ngen, skrapplockning och skétsel av
leder.

Skarlagsvallen: installation av vattenledning for att
kunna vattna fotbollsplanerna med avatten.
Batplatser: vassklippning utfort, bidrar till
gynnsammare livsmiljo for vattenlevande organismer
och djur.

Bidrag for utsattning av 6ring i Trosaan, bidrar il
biologisk mangfald.

Boktips och informationsmaterial pa biblioteken
kopplat till aktuella hallbarhetsaktiviteter i kommunen,
till exempel hallbarhetsdagar och Odla vardagsmaten.

Samverkan med kommunekolog och energi- och
klimatradgivare i form av bland annat utlaning av
Energivaskor pa bada biblioteken. Vaskorna
innehaller verktyg och information for att mata
energiforbrukning i hemmet.

Foreningar, skolor och férskolor bjuds in att stalla ut
pé biblioteken. Exempelvis utstélining om Ostersjon
av skolelever, arrangerad av Rotary.

Energi- och klimatradgivning pa biblioteken vid
sarskilda tillfallen (drop in).

Aterbrukat material i s& hdg utstréckning som méjligt
vid pysselaktiviteter for barn.

Fortldpande arbete med att forbattra utbudet av
litteratur och information om miljé och hallbarhet pa
bade barn- och vuxenavdelningarna.

Brett utbud av digitala medier (strdmmande film, e-
bdcker, e-ljudbocker, digitala dagstidningar och
tidskrifter) for att framja digitala medier som alternativ
till fysiska.

Hélsa & hallbarhet fanns med i biblioteksplanen for
Trosa kommun 2020-2024 som ett av fyra prioriterade
omréden att utveckla inom verksamheten. Aven i
planen for 2025-2027 framgar det att biblioteken ska
arbeta for en bade socialt och ekologiskt hallbar
utveckling genom att erbjuda information, kunskap
och aktiviteter.

MILJOMAL OCH NYCKELTAL

Mal 5 TSN

Energiforbrukningen i kommunens fastigheter ska
minska

Malet ar delvis uppfylit

Energiférbrukningen har minskat med 3,28 % jamfort
med 2022.

Mal 6 TSN
Maltider i Trosa kommun &r hallbara

Malet totalt &r ej uppfyllt. .

Mal: Ink6p av ekologiskt och nadrproducerat ska vara
6ver 60 %

2024 landar vi i snitt pa 53 % ekologiska
livsmedelsinkop matt i kr, matt i volym landade vi pa
55 %. Detta ar en minskning fran féregaende ar (57
%) vilket beror pa prisdkningar pa livsmedel och brist
pa ekologiska produkter hos leverantor.

Andelen lokalproducerat (inkdp frdn Rheum och
Bergs gard, Hillsta och Valinge gard) landade pa 2,9
%. Vi har utdkat med yoghurt fran Rheum, &pplen fran
Valinge gard och kdper aven fler sorters gronsaker an
tidigare. Vi har aven haft inkop fran Hillsta och &r i
dialog med dem om ett avtal for inkOp av potatis.
Andelen lokalproducerat minskar lite jamfért med
2023 eftersom vi har dragit ner pa volymerna nétfars
for att fa ihop ekonomin.

Malet ar ej uppfylit ‘

Mal:_av livsmedelsinkGpen ska 55 % vara av svenskt
ursprung

2024 var 48 % av varorna vi kopte producerade med
svenska ravaror.

Vi har svart att 6ka andelen svenskt, men for 2025 har
vi som mal att 6ka svenska baljvaxter och spannmal.

Malet ar ej uppfyllt .

Det ar i nulaget inte realistiskt att uppfylla de héga
malen gallande eko/svenskt framover kopplat till att
livsmedelspriserna gatt upp och verksamheten arbetar
for en ekonomi i balans.







Kultur-, fritid-, teknik- och servicekontoret Tjansteskrivelse

Sara Faltskog Eldros Datum

Kultur- och féreningschef 2025-02-11

0156-522 19 Diarienummer

Sara.FaltskogEldros@trosa.se KFN/2025:7 -I:r.osa

Ansokan om bidragsberattigande: Banan Outdoor

Forslag till beslut

1. Kultur- och fritidsndmnden godkanner féreningen Banan Outdoors ansékan om
bidragsberattigande.
2. Kultur- och fritidsndmnden klassar foreningen som en idrottsférening.

Sammanfattning av arendet

Foreningen Banan Outdoor ansdker om att bli bidragsberattigad i Trosa kommun och darmed
ha ratt att ta del av Trosa kommuns kontantstod till féreningar.

Foreningen har som framsta syfte att framja halsa och valbefinnande genom att tillhandahalla
traningsaktiviteter utomhus. Féreningen har sitt sate i Trosa och arrangerar regelbundet
traningspass for medlemmar och allmanhet. For detta syfte arrenderar féreningen mark av
Trosa kommun sedan 2024. Féreningen har till ansokan bifogat stadgar och verksamhetsplan
for 2025. Den har ocksa redovisat grunduppgifter, ekonomiska uppgifter och styrelse i Interbook
GO. | sin ansdkan anger foreningen att det rér sig om en idrottsférening, med motion och
friskvard som féreningsverksamhet.

Det ar kontorets bedémning att féreningen uppfyller de ska-krav for bidragsberattigande som
anges i Trosa kommuns regler for foreningsbidrag och att anstkan darfor ska godkannas.
Eftersom féreningens huvudsakliga syfte ar att bedriva motionstraning bér den klassas som en
idrottsforening. Foreningen bildades den 1 april 2024 och har darfor ratt till ett startbidrag &

3 000 kr.

Kerstin Tibbling Sara Faltskog Eldros
Produktionschef Kultur- och féreningschef

Beslutsunderlag

e Grunduppgifter och ekonomiska uppgifter Banan Outdoor
e Stadgar Banan Outdoor

e Verksamhetsplan Banan Outdoor

e Nyttjanderattsavtal Trosa 10:64

Beslut till

Banan Outdoor

Postadress: Trosa kommun, 619 80 Trosa * Tel: 0156-520 00 « Fax: 0156-520 17 « E-post: trosa@trosa.se
www.trosa.se






Kommunkontoret Tjansteskrivelse

Emma Eklund Datum

Namnd-/bolagssekreterare 2025-02-13
0156-522 50 Diarienummer
emma.eklund@trosa.se KFN/2025:8

Revidering av Delegeringsordning for kultur- och
fritidsnamnden

Forslag till beslut

Kultur- och fritidsndmnden antar forslag till revidering av Delegeringsordning for kultur- och
fritidsnamnden.

Sammanfattning av arendet

| delegeringsordningen framgar det till vilka tjanstepersoner namnden har gett ratt att besluta i
olika drenden i ndmndens stalle. Tanken bakom delegeringsratten ar att en ndmnd ska avlastas
med sadana beslut som rér den dagliga verksamheten och som skulle leda till ineffektivitet i den
kommunala organisationen om namnden sjalv fattade beslut i varje enskilt fall.

Eftersom kontoret har utokats med befattningen Foreningskonsulent foreslas tillagg i
delegeringsordningen. Forslag till andringar ar markerade med gult i underlaget.

Kerstin Tibbling Emma Eklund
Produktionschef Namnd-/bolagssekreterare

Beslutsunderlag

Forslag till revidering av Delegeringsordning for kultur- och fritidsnamnden

Postadress: Trosa kommun, 619 80 Trosa * Tel: 0156-520 00 « Fax: 0156-520 17 « E-post: trosa@trosa.se
www.trosa.se



Delegeringsordning
for
kultur- och fritidsnamnden

Antagen av: Kultur- och fritidsndmnden 2025-03-27, § X, Dnr KFN/2025:8

Dokumentkategori: Regel

Dokumenttyp: Styrdokument
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TROSA KOMMUN 2025-02-13
Kultur- och fritidsnamnden

Delegeringsordning for kultur- och fritidsnamnden

I delegeringsordningen framgar det till vilka tjanstepersoner namnden har gett ratten att
besluta i olika &renden i ndmndens stélle. Nar produktionschefen® fatt uppdrag att fatta
beslut kan produktionschefen vidaredelegera beslutanderatten till annan tjénsteperson.
Den tjanstepersonen kan i sin tur inte vidaredelegera till ytterligare tjdnsteperson.

Nar produktionschefen har vidaredelegerat beslutanderatten till en annan tjansteperson
ar det for att det &r pa den nivan beslutet &r [ampligt att tas. Produktionschefen har &nda
samma beslutanderatt som den beslutanderatten ar vidaredelegerad till.
Produktionschefen ska bara ta beslut i tjdnstepersonens stalle nér den &r franvarande.

Den tjansteperson som har beslutanderétt pd vidaredelegering kan ldamna &rendet for
beslut till hégre niva for avgdrande (t.ex. produktionschef eller namnden) da det t.ex.
galler ett principarende.

Aterrapportering

Aterrapportering av delegeringsbesiut till ndmnden ska redovisas p& nasta
namndsammantrade. /&terrapporteringen ar viktig for att namnden ska kunna félja hur
beslutanderatten anvands.

Aterkallande

Namnden och produktionschefen kan nar som helst aterkalla I1amnad delegering. De kan
ocksa vélja att ta beslut i ett &rende trots att beslutanderatten ar delegerad, men kan i
princip inte andra ett beslut som dr taget med stdd av delegering.

Forhinder for delegaten
Om den tjansteperson som har vidaredelegeringen ar forhindrad att fatta beslut ska
produktionschefen gbra det i dess stalle.

Arenden som inte far delegeras

Kommunens namnder kan sjalva besluta om delegering av beslutanderatt, men det finns
vissa drenden som en ndmnd inte far delegera enligt kommunallagen, 6 kap 38 §:

1. arenden som avser verksamhetens mé’l, inriktning, omfattning eller kvalitet,

2. framstallningar eller yttranden till kommunfullmaktige liksom yttranden med
anledning av att beslut av namnden i dess helhet eller av fullmaktige har
Overklagats,

3. arenden som rér myndighetsutévning mot enskilda, om de ar av principiell
beskaffenhet eller annars av storre vikt, och

4. &renden som enligt lag eller annan forfattning inte far delegeras.

Bitradande produktionschef

Teknisk chef ar bitradande produktionschef och ersattare for produktionschefen nar denne
ar tjanstledig eller inte tillganglig. Bitradande produktionschef har vid produktionschefens
frAnvaro samma delegation som produktionschefen.



TROSA KOMMUN
Kultur- och fritidsnamnden

Forkortningar

2025-02-13

AB Allmanna bestammelser

DL Diskrimineringslagen

KL Kommunallagen

LAS Lagen om anstallningsskydd

OSL Offentlighets- och sekretesslagen
TF Tryckfrihetsférordningen

GDPR Dataskyddsférordningen

! Produktionschef &r att jamstéllas med férvaltningschef enligt kommunallagen.




TROSA KOMMUN
Kultur- och fritidsnamnden

2025-02-13

Vidaredelegerat

Lagrum, kommentar

Arende Delegerat till till m.m.

1. Allmanna arenden

Bradskande drenden

1.1 Ta beslut i brddskande Ordférande KL kap 6 § 39

namndarenden

Galler aven beslut i
arenden av mindre vikt
eller av icke principiell
natur

Utlamnande av allman handling

1.2 Beslut att inte [dmna ut allman
handling

Produktionschef

TF 2 kap § 14, OSL 6 kap
1-6 8§

1.3 Yttrande vid éverklagande av
beslut att inte lamna ut allman
handling

Produktionschef

Arkiv

1.4 Arkivansvarig Produktionschef | Enhetschef

1.5 Utse arkivombud Produktionschef | Enhetschef

1.6 Faststélla arkivorganisation Produktionschef

Avtal

1.7 Underteckna avtal, uppsagningar | Produktionschef Galler i de fall namnden
av avtal, férbindelser och andra inte beslutat om annan
rattshandlingar som beslutats av delegat i ett arende
namnden

1.8 Underteckna avtal, uppsagningar | Produktionschef | Enhetschef, Under forutsattning att
av avtal och andra rattshandlingar verksamhets- arendet inte ar av

som avser |dpande @renden inom ansvarig principiell betydelse eller

det egna verksamhetsomradet.

av storre vikt

Delgivning och fora kommunens t

1.9 Mottagande av delgivning

Produktionschef

Vid sidan av ordfdrande,
se namndernas
reglemente




TROSA KOMMUN
Kultur- och fritidsnamnden

2025-02-13

Arende

Delegerat till

Vidaredelegerat
till

Lagrum, kommentar
m.m.

1.10 Vacka och féra kommunens
talan vid domstol och andra
myndigheter, ingdende av férlikning
samt antagande av ackord, med
ratt att satta annan i sitt stalle

Produktionschef

Stélla in eller andra tid for sammantraden

1.10 Ta beslut om att stélla in eller
andra tid fér sammantradet

Ordférande

KL kap 6 § 23

Organisation

1.11 Mindre férandringar av
forvaltningens organisation

Produktionschef

Yttrande

1.12 Yttrande som p& grund av Produktionschef | Enhetschef, T.ex. besvarande av brev

drendets innehall kan bedémas verksamhets- pa ndmndens végnar.

utan behandling i namnden ansvarig

1.13 Lamna yttrande 6ver remisser | Produktionschef | Enhetschef, Yttrande Sver remiss fran

dar sakkunskap efterfragas. verksamhets- andra myndigheter och
ansvarig organisationer av

principiell eller politisk
karaktar besvaras av
namnden

Dataskyddsforordning (GDPR- General Data Protection Regulation)

1.14 Teckna bitradesavtal

Produktionschef

Enhetschef

GDPR Artikel 28

1.15 Beslut om att lamna
registerutdrag

Produktionschef

Personuppgiftsa
mbassador

GDPR Artikel 15

1.16 Beslut om radering eller
rattelse

Produktionschef

GDPR Artikel 16-17




TROSA KOMMUN
Kultur- och fritidsnamnden

2025-02-13

Arende

Delegerat till

Vidaredelegerat
till

Lagrum, kommentar
m.m.

1.17 Beslut om ratt till begransning
av behandling

Produktionschef

GDPR Artikel 18

1.18 Beslut om att ta ut en rimlig
avgift vid begaran enligt artikel 12
p 5 GDPR nar begdran ar uppenbart
ogrundad eller orimlig, sarskilt pa
grund av dess repetitiva art.

Produktionschef

GDPR Artikel 12 p 5a

Innan beslut kontakta
dataskyddsombud

1.19 Beslut om att vagra
tillmotesgd begaran om information
enligt artikel 12 p 5 GDPR nar
begaran ar uppenbart ogrundad
eller orimlig, sarskilt pa grund av
dess repetitiva art.

Produktionschef

GDPR Artikel 12 p 5b

Innan beslut kontakta
dataskyddsombud

1.20 Anmala personuppgiftsincident | Produktionschef | Enhetschef Incident ska anmélas om

till tillsynsmyndighet det inte d@r osannolikt att
incidenten medfor risk
for fysiska personers
rattigheter och friheter.

2. Personalarenden

Anstadllning

2.1 Anstallning av, férordnande av, Produktionschef AB

andring av tjanstgdéringens

omfattning och entledigande av

enhetschef.

2.2 Anstallning av, férordnande av, Produktionschef | Enhetschef AB

andring av tjanstgoringens
omfattning och entledigande av
ovrig personal (tillsvidare och viss
tid).

Anstallning av
produktionschef
regleras i KS
delegeringsordning

2.3 Besluta om godkannande eller
forbud mot fértroendeskadlig
bisyssla

- produktionschef

- enhetschef och 6vrig personal

Kommunchef

Produktionschef

AB

Efter samrad med
personalchef.




TROSA KOMMUN
Kultur- och fritidsnamnden

2025-02-13

Arende

Delegerat till

Vidaredelegerat
till

Lagrum, kommentar
m.m.

Avstdngning, disciplinpafoljd, uppsagning m.m.

2.4 Andrad placering vid
dvertalighet, pa egen begaran eller
i andra fall

- produktionschef

- enhetschef och 6vrig personal

Kommunchef

Produktionschef

AB

Efter samrdd med
personalchef.

2.5 Avstdngning och beslut om
indragning eller innehdllande av I6n
och andra férmaner

- produktionschef

- enhetschef och 6vrig personal

Kommunchef

Produktionschef

AB

Efter samrad med
personalchef.

2.6 Disciplinpafélid; skriftlig varning
- produktionschef
- enhetschef

- Ovrig personal

Kommunchef
Produktionschef

Produktionschef

Enhetschef

AB

Efter samrad med
personalchef.

2.7 Avveckling och utkdp av
personal

- produktionschef

- enhetschef och 6vrig personal

Kommunchef

Produktionschef

AB

Efter samrdd med
personalchef.

2.8 Uppsagning fran arbetsgivarens
sida p.g.a. arbetsbrist eller
personliga skal

- produktionschef

- enhetschef och 6vrig personal

Kommunchef

Produktionschef

LAS 4, 7 §§

Efter samrad med
personalchef.

2.9 Avskedande
- produktionschef

- enhetschef och 6vrig personal

KSau

Produktionschef

LAS 18 §

Avsked av
produktionschef efter
samrad med ndmnd.

Avsked av enhetschef
och Ovrig personal i
samrad med
personalchef.




TROSA KOMMUN
Kultur- och fritidsnamnden

2025-02-13

Arende Delegerat till Vidaredelegerat | Lagrum, kommentar

till m.m.
Kurser, formaner m.m.
2.10 Deltagande i kurs, konferens Fortroendevalda regleras
eller tjansteresa inom Sverige och i kommunfullmaktiges
EU arvodesreglemente.
- produktionschef Kommunchef Vid resor utomlands for

- enhetschef

- Ovrig personal

Produktionschef

Produktionschef

Enhetschef

Ovrig personal ska
samrad ske med
produktionschef.

2.11 Deltagande i kurs, konferens
eller tjansteresa utanfér EU

KSau

2.12 Anvandande av egen bil i
tjansten

- produktionschef
- enhetschef

- Ovrig personal

Kommunchef
Produktionschef

Produktionschef

Enhetschef

Arbetsmiljoansvar

2.13 Ansvar for att verksamheten
drivs i enlighet med
arbetsmiljélagen och féreskrifterna
for arbetsmiljon

- kontoret

- enheten

Produktionschef

Produktionschef

Enhetschef

2.14 Ansvar for att det
systematiska arbetsmiljdansvaret
inom namnden fungerar.

Produktionschef

2.15 Ansvar for att det inom
namndens verksamhetsomrade
finns kompetens inom
arbetsmiljdomradet.

Produktionschef

2.16 Ansvar for att genomféra
konsekvensbeskrivningar av hur
arbetsmiljon paverkas av
forandringar.

Produktionschef

2.17 Ansvar fér genomforande av
riskanalys, handlingsplan och
uppféljning av det systematiska
arbetsmiljdomradet pa respektive
enhet.

Produktionschef

Enhetschef




TROSA KOMMUN
Kultur- och fritidsnamnden

2025-02-13

Arende

Delegerat till

Vidaredelegerat
till

Lagrum, kommentar
m.m.

3. Ekonomiarenden

Budgetfordelning, attestratt och representation

3.1 Omdisponering av budget
mellan enhet.

Produktionschef

3.2 Atagande eller disposition av Produktionschef | Enhetschef,

ekonomisk natur fér den I6pande verksamhets-

verksamheten i enlighet med ansvarig

budget.

3.3 Utse attestrattsinnehavare for Produktionschef Se attestreglemente

tjdnsteman

3.4 Foretradande av kommunen vid | Produktionschef | Enhetschef Se representationspolicy

representation med hodgst 10 % av

ett basbelopp per tillfélle och inom

budgetram

Upphandling, inkoép och avyttring

3.5 Upphandling for verksamheten Produktionschef | Enhetschef, Upphandling ska alltid

inom givna budgetramar. verksamhets- ske i enlighet med Lagen

ansvarig om Offentlig Upphandling

(LOU) och kommunens
upphandlings- och
inképspolicy.

3.6 Forsaljning eller annan Produktionschef | Enhetschef

éverldtelse av 16s egendom inom

respektive verksamhet.

3.7 Skanka bort 16s egendom till Produktionschef | Enhetschef

mottagare utanfér kommunens
organisation.

Bidragsansokningar

3.8 Ansdkan om externa medel
(inkl. EU-medel) fér projekt- och
utvecklingsarbete m.m.

Produktionschef

N@amnden beslutar om
ansodkan da en
ekonomisk motprestation
kravs om medlen beviljas

Besluten ska alltid
meddelas till
ekonomienheten.

Beviljade medel
rekvireras av
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Uppfoljning - Efterlevnad av dataskyddsforordningen

Forslag till beslut

Kultur- och fritidsndmnden noterar till protokollet att ndmnden har tagit del av rapporten
Uppféljning — Efterlevnad av dataskyddsférordningen i Trosa kommun 2024.

Sammanfattning av arendet

Uppfdljning av tillsynen har genomforts som en del av det arbete dataskyddsombuden enligt
dataskyddsforordningen ska utfora for de personuppgiftsansvariga (som i Trosa kommun ar
kommunstyrelsen, ndmnderna och bolagsstyrelserna). Uppféljningen har skett under 2024
genom dialog med dataskyddsambassadérerna, genomgang av anmélda
personuppgiftsincidenter och en fortsatt analys av dataskyddsombudens tidigare forslag till
personuppgiftsansvariga om central styrning av autentisering och auktorisering.

Under 2025 foreslas de personuppgiftsansvariga bland annat att fortsatta arbetet med:
e Att 6ka den generella medvetenheten och kunskapen hos personuppgiftsansvariga genom
ytterligare informationsinsatser.

e Oka kunskapen om Informationssakerhet och dataskydd pé alla nivéer.

e Sakerstalla att risk- och konsekvensanalyser gors och att férvaltningsplaner och PUB avtal
finns for alla system.

Under 2025 foreslar dataskyddsombudet att foljande punkter lyfts:
e Arbeta enligt uppsatt Arshjul och struktur.

e Skapa I6pande rapporter till ledning och enhetschefer.

e Mer tid eskaleras till dataskyddssamordnare for strukturerat GDPR arbete.

o Tillgodogdra sig mer kunskap om informationsséakerhet, nya lagar och direktiv
e Behovet av ett LIS — ledningssystem for informationssakerhet.

Johan Sandlund Tina Forstén-Karrstrom
Kommunchef Dataskyddsombud

Beslutsunderlag
Uppfdljning — Efterlevnad av dataskyddsférordningen i Trosa kommun 2024.

Postadress: Trosa kommun, 619 80 Trosa * Tel: 0156-520 00 « Fax: 0156-520 17 « E-post: trosa@trosa.se
www.trosa.se
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Inledning 2024

Uppfdljning av féregadende arsmal att sakerstalla att risk- och konsekvensanalyser finns upprattade dar det
kravs har genomforts som en del av det arbete dataskyddsombuden enligt dataskyddsférordningen ska utféra
for de personuppgiftsansvariga (som i Trosa kommun ar namnderna och bolagsstyrelserna). Uppféljningen har
skett under 2024 genom dialog med dataskyddsamordnarna samt genomgang och avstamning av systemet
KLASSA dar allt registreras.

Idag ligger vi bra till avseende registreringarna av vara processer och behandlingar i systemet DraftIT samt
endast enstaka system kvar att registrera in och klassificera i systemet KLASSA. Processerna/behandlingarna
vi registrerar i DraftlT avser de som innehaller personuppgifter och kanslig information.

Uppgradering och genomgang av vara behandlingar/processer som registreras i systemet DraftIT for att
sakerstalla att alla processer haller standarden fér GDPR art. 6 har genomforts och godkants av Vismas jurister.

Vid forra arets uppfoljning har fokus varit att sékerstalla struktur och ordning kring vart GDPR arbete. Detta har
bl a inneburit internutbildning dar dataskyddsombud genomfért seminarier internt i Trosa Kommun om hur vi ska
jobba med GDPR generellt, genomgang av e-tjanst och stddsystem kopplat till GDPR-arbetet samt aterigen
skapa kunskap om lagar och regler som vi som kommun maste félja. Detta arbete har fortgatt aven under arets
uppfdéljning da vi fatt tva nya dataskyddsamordnare.

Natverket for GDPR och informationssakerhetsfragor for regionens kommuner har uttkats i bade antal
kommuner och traffar dar dataskyddssamordnare inom respektive enhet traffas, diskuterar, utbyter erfarenheter
och har I6pande méten, t ex grupper for Samhallsbyggnadsnamnden, Kultur- och fritidsndmnden, Teknik- och
servicendmnden, Humanistiska namnden samt Vard- och omsorgsnamnden.

Detta har resulterat i flera samarbeten dar vi hjalper varandra med bl. a risk- och konsekvensanalyser.

Fokus under aret har varit hur vi identifierar, agerar och arbetar med de hot som samhallet utsatts for idag. Vilka
atgarder och rutiner vi behdver satta upp och hur vi bemoter detta pa ett konstruktivt satt.
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Arsplan 2024/2025 Strukturerat GDPR arbete

For att dataskydd ska prioriteras i hela organisationen och att vi far ett arbetssatt som &r mer
proaktivt &n reaktivt och att det byggs in i den dagliga agendan skapade vi ett arshjul infér 2024
for de aktiviteter vi behdver gora under ett ar sd ocksd for ar 2025.

Det ar ocksa for att skapa en ordning och kunna lamna I6pande rapporter till respektive enhet och ledningen om
de utmaningar och arbete som sténdigt pagar inom omradet GDPR och informationssakerhet. Férutom vara

[6pande manadsmoten sker nedan aktiviteter.

Aktivitetskalender GDPR 2025

Manad Aktivitet Malgrupp Ansvarig
Januari Sakerstalla arsplan Enhetschefer DSO
Februari Finns alla Risk- och Systeméagare Produktionschef
konsekvensanalyser
Mars Info om NIS2 och CER Berdrda medarbetare Enhetschefer
direktiven
april Lépande fortbildning Dataskyddssamordnare | DSO
dataskyddssamordnare Trosa Kommun
Maj Utb. | verktygen KLASSA och | Utsedda medarbetare DSO
DraftIT efter behov
Juni Systemunderhall Systemagare DSS DSS
Juli Uppehall
Augusti Uppdateringar av Bertérda medarbetare, DSS
behandlingar DSS
September | Regionala GDPR dagen DSO, DSS DSO
Oktober Heldags workshop DSO, DSS DSO
November | Intern Tillsyn Chefer, DSS, DSO DSO
December | Inventering och planering DSS, DSO DSO
infor kommande ar

* DSO (dataskyddsombud) DSS (dataskyddssamordnare pa enhet)
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Incidenter inkomna under ar 2024
Dataskyddsforordningen

En personuppgiftsincident ar enligt dataskyddsférordningens artikel 33 en sakerhetsincident som
kan innebara risker fér manniskors friheter och rattigheter. En incident ska anmalas till IMY utan
onddigt dréjsmal senast 72 timmar efter att den personuppgiftsansvarige fatt vetskap om den.
Anmalan behéver inte goras till IMY om det &r osannolikt att personuppgiftsincidenten medfér risk
for personers rattigheter och friheter.

Den personuppgiftsansvarige ska tillse att det finns rutiner fér rapportering av incidenter, att det
finns kunskap om incidenthantering i organisationen och att incidenterna och atgarder efterat
dokumenteras.

Under 2023 har dataskyddsombuden tagit emot 11 interna anmalningar av
personuppgiftsincidenter varav 1 stycken har anmalts till Integritetsskydds-myndigheten (IMY).

= Miljp = Skola =IFO = Vard & Omsorg = Kansliet OF

Typ av incidenter och kontor

Miljdkontoret 2 st Felaktigt utskickade mejl eller SMS.

Skolkontoret 1 st Systemfel i Prator sa information skickades i osaker kanal
Socialkontoret 3 st Felaktig utskrift samt fax skickat till fel adress*

Vard & Omsorgskontoret 4 st Felaktigt skickade sms

Kommunkontoret OF 1 st Felaktigt utskickat brev

Totalt 2024 11 st

Hur manga och vad?

*Det blev 1 stycken anmalan totalt till IMY under ar 2024 som avsag Socialkontoret, atgard uteblev och anmalan
avskrevs av IMY.

Tio av elva incidenter avsag felaktigt réjande av information via brev, fax eller sms vilket kan anses vara
manskliga faktorn. Vi har halverat incidenterna sedan foregaende ar vilket kan bero pa flera saker dels att vi
blivit mer medvetna om vad en incident ar sa vi kan undvika dessa och dels beroende pa vakanser av
dataskyddssamordnare och att allt méjligen inte blivit uppmarksammat som det borde.
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Historisk sammanstéllning

Interna anmalningar

(inkl. de som anmalts | Anmalda till IMY
till IMY)

1

4

6
12
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Jamforelsematris for aterkommande fokusomraden

Nedan finns en sammanstalining i tabellform per personuppgiftsansvarig namnd/bolagsstyrelse och
fokusomrade. Gront betyder att dataskyddsombuden beddmer att den personuppgiftsansvariga uppnar lagens
krav utifran fokusomradet och det underlag som anvants for att ta fram rapporten. Gult betyder att den
personuppgiftsansvarige uppfyller lagens krav men behdver fortsatta utveckla fokusomradet och att vissa delar
saknas for att kunna fastsla ett systematiskt arbetssatt. De vita falten anvands for att det ar en svarbedémd
personuppgiftsansvarig da det inte finns nagon direkt verksamhet med personal att koppla till. | rapporten for
2024 presenterar vi tva fokusomraden i tabellen.

Fokusomride KS | HN* HN* |VON | KFN | TSN | SBN [MN | vXL | 6F | REV | VN | Trobo | Trofi
2022 * BoU Ifo * * * * * * * * *

Personuppgiftsincidenter

Konsekvensbedémningar

Fokusomride KS | HN* HN* | VON [ KFN | TSN | SBN | MN | vXL | 6F | REV | VN | Trobo | Trofi
2023 * BoU Ifo *

Personuppgiftsincidenter

Konsekvensbedémningar

Fokusomrdde K [HN* |HN* |VO |KF |TS |SB [M |vX |6 |RE |V |Trob | Trofi

2024 S BoU Ifo N* | N* |N* |N*¥ |[N* |L* |[F*|V* |IN |o
* *

Personuppgiftsincid

enter

Konsekvensbeddm

ningar

*KS Kommunstyrelsen

*HN BoU Humanistiska namnden Barnomsorg och utbildning

*HN Ifo Humanistiska ndmnden Individ och familjeomsorg

*\/ON V&rd- och omsorgsnamnden

*KFN Kultur- och fritidsnamnden

*TSN Teknik- och servicenamnden

*SBN Samhallsbyggnadsnamnden

*MN Miljbnamnden

*VXL Vaxelnamnden

*OF Overférmyndaren

*REV Revision

*VN Valnamnden
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Tillsyn och rapport 2024

Enligt dataskyddsforordningen artikel 39p.1b ska dataskyddsombudet dvervaka efterlevhaden av
dataskyddsférordningen och den personuppgiftsansvariges strategi for skydd av personuppgifter, inbegripen
ansvarstilldelning, information till, och utbildning av personal som deltar i behandling och tillhérande granskning.

Integritetsskyddsmyndigheten (IMY) menar att den uppgiften bland annat innebar att dataskyddsombudet:
e Samlar information om hur personuppgifter behandlas i organisationen
e Analyserar och kontrollerar om personalen féljer bestammelser
e Utfardar rekommendationer till den personuppgiftsansvarige

2024 ar femte aret Trosa kommuns dataskyddsombud utfér en tillsyn eller uppféljning av tillsyn med rapport till
de personuppgiftsansvariga. Dataskyddsombudet planerar att arligen kontrollera efterlevnaden av
dataskyddsférordningen och aterkomma till de personuppgiftsansvariga med en rapport.

Tillsynen syftar till att ge de personuppgiftsansvariga namnderna och styrelserna en bild av hur arbetet fortlopt
under aret och peka pa vilka utvecklingsomraden som finns for att ge en aktuell lagesbild. Slutligen ska
rapporten aven ge konkreta forslag pa atgarder som kan hjalpa den personuppgiftsansvarige att skapa en plan
for det fortsatta arbetet.

Rapportering

| borjan av 2025 kommer alla dataskyddsambassadoérer fa en sammanstalining av de personuppgiftsincidenter
som hor till deras personuppgiftsansvarige, som anmalts internt under 2024, detta sker &ven manadsvis pa vara
GDPR-manadsmoten. Av de incidenter som IMY har hanterat hitintills har alla avslutats utan vidare atgard. Det
finns dock alltid en méjlighet for IMY att i ett senare skede ateruppta arendet och starta en tillsyn.

Dataskyddsombudets reflektioner
Ett satt att minska risken for aterkommande incidenter av samma karaktar ar att prata om dem och pa sa satt
Oka medvetenheten och férbattra rutiner.

Vi har under aret fatt ner vara incidenter avsevart beroende pa utbildningsinsatser som 6kat medvetenheten om
vad en incident ar. De incidenter som uppkommit under aret har inte berott pa okunskap utan snarare manskliga
faktorn som ar svar att komma ifran till 100%. En halvering av incidenter sedan foregaende ar ar ett resultat av
Okad medvetenhet.

En annan orsak till minskandet av incidenter kan vara som man ser i ovan jamférelsematriser ar att vi 6kat antal
risk- och konsekvensbeddmningar under ar 2024.
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Kontrollpunkter vid intern tillsyn av DSO
o Dataskyddsorganisationen
e Personuppgiftsincidenter
e Bitrddesavtal och andra dverenskommelser
e Register och personuppgiftsbehandlingar
e Informationsplikt
e E-post och dokumenthantering
e Risk- och konsekvensbeddémningar
e |T-projekt och upphandlingar
e IT-system och digitala verktyg
e Hantering av de registrerades rattigheter

Metod och avgransningar

Tillsynen 2024 har genomférts genom dialog och genomgang av anmalda personuppgiftsincidenter,
kartlaggning av risk- och konsekvensanalyser och PUB avtal.

Tillsynen omfattar alla personuppgiftsansvariga inom kommunen utifran valda fokusomraden. Fokusomraden ar
hamtade ur lokalt kopplade projekt, omraden som IMY namner i sin plan for tillsyn, konstaterade brister vid
foregaende tillsyn samt domar eller andra beslut fran tillsynsmyndigheter som paverkat forutsattningarna for
behandling av personuppgifter.

De personuppgiftsansvariga som rapporten omfattar ar kommunstyrelsen, humanistiska namnden, vard- och
omsorgsnamnden, kultur- och fritidsndmnden, teknik- och servicendmnden, samhallsbyggnadsnamnden,
miljondmnden, gemensamma vaxelnamnden, éverférmyndaren, revision och valndmnd samt styrelserna for
Trobo och Trofi.

Fokusomraden 2024
Valet av fokusomraden for tillsynen 2024 ar:

. Utbildningar i NIS2 direktivet samt CER direktivet, produktionschefer, berérda enhetschefer samt
dataskyddssamordnare. Seminarie anordnat av regional DSO.

. Analys av typ av personuppgiftsincidenter — genomfors vid Trosa Kommuns manadsméten for
GDPR. Deltagare Dataskyddssamordnare samt dataskyddsombud.

. Konsekvensbeddmningar och riskanalyser - genomférs vid Trosa Kommuns manadsmoten for

GDPR. Deltagare Dataskyddssamordnare samt dataskyddsombud.

Fragor

Tre fragor har diskuterats;

1. Ar alla inférstadda med innebérden av de nya direktiven?

2. Har ni identifierat var det behdver goras risk- och konsekvensanalyser.

3. Hur f6ljs anmalda personuppgiftsincidenter upp i er verksamhet, rutin fér atgarder?

Genomgang av samtliga interna anmalningar av personuppgiftsincidenter har genomforts.
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GDPR Organisationen 2025

Under ar 2023 var vi tre dataskyddssamordnare kort men under 2024 rekryterades in tre nya
dataskyddssamordnare vilket innebéar full styrka.

Dataskyddsombud Trosa Kommun
Kanslienheten Tina Forstén-Karrstrom

Dataskyddssamordnare:

Humanistiska ndmnden 3 st
Vard- och omsorgsnamnden 1 st
TROBO AB 1 st
TROFI AB 1 st
Samhallsbyggnadsnamnden } 1 st
Miljdbnamnden 1 st
Teknik och Servicenamnden }

Kultur och Fritidsnamnden 1 st
Kommunstyrelsen 2 st

Foreslagen arbetsfordelning Dataskyddsorganisation Trosa Kommun enligt IMY:s rekommendationer

Dataskyddsombud
e Leder dataskyddsarbetet 6vergripande for kommunen.
o Ser till att dataskyddsorganisationen fungerar.
e  Genomfdr regelbundna méten men GDPR samordnare
e Fungerar som rad och stod.
e Har férdjupade kunskaper inom dataskydd och GDPR.

Dataskyddssamordnare
o Leder dataskyddsarbetet pa enheterna.
e Initierar utbildningar och workshops.
e Ser ill att behandlingar av personuppgifter finns registrerade i registerforteckningen.
o Ser till att alla personuppgiftsavtal ar undertecknade.
e Hanterar begaran om registerutdrag, rattelse, radering, invandning, begransning och dataportabilitet.
e Utreder personuppgiftsincidenter i samrad med Dataskyddsombud.

Principer som ska genomsyra all personuppgiftsbehandling
Laglighet, korrekthet och éppenhet (art. 5.1a)
Andamalsbegransning (art. 5.1b)

Uppgiftsminimering (art. 5.1¢)

Riktighet (art. 5.1d)

Lagringsminimering (art: 5.1¢e)

Integritet och konfidentialitet (art:5.1f)
Ansvarsskyldighet
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Reflektion fran GDPR dataskyddssamordnarna

Svart att bedriva strukturerat GDPR da de verksamhetsnara arbetsuppgifterna ar manga och maste prioriteras.
Detta kvarstar aven under 2024.

Forslag fran Dataskyddsombud

Ledningen behdver sakerstalla att férutsattningar for att mer tid frigérs for dataskyddssamordnarna att skapa ett
mer strukturerat och kontinuerligt arbete pa enheterna enligt den process- och arbetssatt som rekommenderas

av Integritetsmyndigheten IMY.

- Dataskyddssamordnarens arbetsuppgifter bor besta av att bevaka, informera, utbilda och
verkstalla centrala beslut som tagits och samordna arbetet med detta pa respektive enhet.

- Dataskyddsombudets roll &r att vara revisor och stdd for dataskyddsarbetet.

- Forslag ar att vara tva dataskyddssamordnare per enhet istallet for en som idag. Detta for att
kunna avlasta varandra i perioder av hdg arbetsbelastning och bortavaro samt fa battre
kontroll.

Vart Regionala samarbete inom dataskyddsarbete fortgar

Vi har sedan 2022 ett I6pande samarbete och natverk kring dataskyddsfragor och informationssakerhet i
regionen dar representanter fran Sédermanland, Vastmanland samt Ostergdtland ingar.

Exempel pa arbete i detta natverk ar:

. Regelbundna méten fér Dataskyddsombud
. Regelbundna méten/workshops for dataskyddssamordnare férdelat per namnd
. Regelbundna utbildningsseminarier
. Samarbeten kring konsekvensanalyser och andra dokument
. Rad och stéttande arbete
"~ /
Yahd
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Arbete sedan foregaende ars rapport

Efter revisionen for 2023 har arbetet fortgatt med att utveckla och férbattra kommunens arbete med
personuppgiftsfragor:

Arbete som genomforts under 2024

e Klassning av kommunens IT-system fortsatter kontinuerligt.

o Flerarisk- och konsekvensanalyser har genomforts.

e Flera kontor arbetar med de interna anmalningarna av personuppgiftsincidenter for att visa pa konkreta
exempel och lara organisationen av tidigare handelser. Informationen tas upp pa t.ex. arbetsplatstraffar
(APT).

¢ Alla nya system som implementerats under aret har férvaltningsplaner med tydliga systemagare.

e Alla moduler i beslutssystemet Hypergene ar implementerat.

o Arbetet med det nationella projektet "Handslaget” ar pabdrjat. Som inledningsvis bestar av Saker digital
kommunikation (SDK) samt saker e-post. Se vidare sidorna 18-19.

e Deltagande i flera regionala utbildningsinsatser ar genomforda.

e Produktionschefer, utvalda enhetschefer samt dataskyddssamordnare har erhallit en utbildning i NIS2
samt CER direktiven.

¢ Dataskyddsombud har genomgatt Férsvarshogskolans utbildning
"Chief Information assurance Officer”

Forslag till arbete och forbattring under 2025:

e Fain rutiner dar risk- och konsekvensanalyser samt forvaltningsplaner redan gors i inkopsstadiet.

e Skapa mer tid och forutsattningar att arbeta med dataskydd och GDPR fér dataskyddssamordnarna.
Som det ser ut idag prioriteras detta inte i den utstrackning som behdvs pa grund av hég
arbetsbelastning.

e Fortsatta att informera om vad en GDPR incident kan vara samt 6ka den generella medvetenheten och
kunskapen hos personuppgiftsansvariga genom I6pande informationsinsatser.

e Inventera nivan av kunskap om GDPR och informationsséakerhet hos berérda medarbetare och chefer
och anpassa utbildningar efter detta.

e Ta fram nya utbildningar som avser NIS2 och CER direktiven och sakerstalla att berérd personal har
tillracklig kunskap i vad detta innebar.

e Borja titta pa nagon form av ledningssystem for att sékerstalla GDPR och informationssakerhet och
identifiera hot samt ha allt samlat, 1att att Idpande fdlja upp.
e Infora ledningens genomgang tva ganger per ar pa ledningsgruppen.
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Nyheter inom GDPR omradet
Rapport fran IMY och MSB
Sa ser allménhetens IT-beteende ut 2024

Varje ar genomfér MSB i samband med "Tank sakert” en undersdkning om hur allmanheten beter sig nar det
géller IT. Arets undersokning &r den femte i sitt slag, och det vi kan konstatera &r att rérelserna ar sma men att
vi stadigt gar mot ett sakrare beteende.

Lésenordshantering ar ett omrade som stadigt forbattras, da fler anvander komplicerade tecken i sina I6senord.
Vi blir aven allt mer uppmarksamma pa mejl och sms som innehaller Iankar. Nar en lank tas emot i ett mejl eller
sms fran vanner uppger 65% att de alltid tvekar och klickar forst efter att ha forsakrat sig om att lanken ar
palitlig, vilket ar en férbattring med 3 procentenheter fran 2023.

Idag skyddar de allra flesta (95% av de tillfrdgade) sin mobiltelefon med skarmlas, och vi blir aven allt mer
restriktiva nar det galler att lana ut vara mobiltelefoner och surfplattor utan att sjalv ha uppsikt dver dem. 2024
svarade 60% att de inte gor det, mot 54% aret innan. En liknande trend gar att se nar det géller vilka appar vi
laddar ner. 2024 svarar 75 % att de av sakerhetsskal tanker efter vilka appar de laddar ner. 2019 var det 65%,
alltsa en forbattring med 10 procentenheter.

Remissvar pa delbetinkandet Nya regler om cybersakerhet

| remissvaret har MSB lamnat synpunkter pa utredningens forslag om hur NIS-direktivet ska implementeras i
svensk lagstiftning.

Den statliga utredningen har uppdraget att inféra NIS2 och CER-direktiven i svensk lagstiftning. Utredningen har
lamnat delbetankandet Nya regler om cybersakerhet med férslag om hur NIS2-direktivet ska implementeras.
Delbetankandet ar ute pa remiss fram till den 28 maj. MSB lamnade in sitt remissvar den 12 april.

Myndighetens bedémning

MSB konstaterar att utredningen har gjort en stor insats med en komplex uppgift under mycket knappa
tidsforhallanden.

EU-kommissionens malsattning ar att NIS2- och CER-direktiven ska 6ka motstandskraften i samhallsviktig
verksamhet pa ett samordnat satt inom hela EU, och férbattra den inre marknadens funktion. (For att uppna
detta har EU-kommissionen och regeringen varit tydlig med att NIS2- och CER-direktiven ska implementeras
samlat.)

Sverige saknar idag en sammanhallen reglering som sakerstaller motstandskraften i samhallsviktig verksamhet.
Informations- och cybersakerhet, fysisk sékerhet och personalsakerhet ar viktiga komponenter for att
astadkomma detta.

Enligt MSBs bedémning leder utredningens forslag pa hur NIS2-direktivet kan inféras i Sverige till en mangd
nya fragestallningar och gransdragningsproblem avseende foreskrifter, efterlevnad och tillsyn som, om de inte
adresseras, riskerar att ta omfattande resurser i ansprak att forsoka l6sa av aktorerna sjalva, pa bekostnad av
sjalva sakerhetsarbetet.

Sammanfattningsvis har myndigheten féljande huvudsakliga synpunkter:

Tillampningsomradet for NIS2 behdver utdkas for att svara mot totalférsvarets behov
NIS2- och CER-regleringarna behdver bli en bottenplatta till sakerhetsskydd.

En gemensam tjanst fér myndighetskontakter behdver skapas.

Overlappande reglering ska i méjligaste man undvikas.

Anvand etablerade begrepp.

Fortydliga sprak och krav avseende incidentrapportering.

Sanktionsmdjligheter for systematiskt och riskbaserat informations- och cybersakerhetsarbete behéver
inforas.

8. Tillsynssamordningen behdver starkas.

9. Konsekvensanalysen behdver fordjupas

10. NIS2-implementeringen behdver integreras i beredskapssystemet.

Nooabkowd~
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NIS 2 direktivet

NIS2 star for "Network and Information Systems Directive 2" och ar en uppdatering av det tidigare NIS-
direktivet. Syftet med NIS2 ar att sakerstalla en hég niva av informationssakerhet i hela EU genom att starka
skyddet av samhallsviktiga tjanster som en féljd av den 6kade digitaliseringen och hotbilden av cyberhot. NIS2
inkluderar bland annat energiférsorjning, finansiella tjanster, sjukvard och transport.

Fran och med den 16 januari 2023 har EU:s medlemslander 21 ménader pa sig att integrera NIS2 i sin
nationella lagstiftning. De nya reglerna ska gélla fran den 18 oktober 2024 i samband med att det tidigare NIS-
direktivet upphor att galla.

Vilka organisationer omfattas av NIS2?

NIS2 omfattar alla organisationer som ar involverade i samhallsviktiga tjanster, oavsett om de ar offentliga eller
privata. Det inkluderar allt fran stora energibolag och banker till mindre sjukhus och transportforetag. For att
avgoOra om en organisation omfattas av NIS2 behdver man bedéma verksamhetens betydelse fér samhallets
funktioner.

Vilka krav stéller NIS2 pa organisationerna?

NIS2 staller hoga krav pa organisationer som omfattas av direktivet. De maste bland annat vidta Iampliga
tekniska och organisatoriska atgarder for att sakerstélla en hog niva av informationssakerhet. De maste ocksa
rapportera allvarliga incidenter till myndigheterna och samarbeta med andra organisationer for att hantera
incidenter som paverkar samhallsviktiga tjanster.

NIS2 innebar aven skarpta tillsynsatgarder och féretag som inte foljer standarderna riskerar betydande béter.
Styrande organ kan aven hallas personligt ansvariga om inte lagstiftningen efterlevs.

NIS2 nya krav inkluderar bland annat:

e Strangare krav pa leverantorer och sakerhet i leveranskedjan;
Utokade krav pa rapportering av incidenter;
Forstarkta sakerhetsatgarder for att skydda mot cyberhot;
Nya krav pa utférande av riskbedémningar.

Vad ar CER-direktivet?

CER-direktivet (Directive on the resilience of critical entities) staller krav pa atgarder for att starka
motstandskraften i viss samhallsviktig verksamhet. Med samhallsviktig verksamhet avses verksamhet, tjanst
eller infrastruktur som uppratthaller eller sakerstaller samhallsfunktioner som ar nédvandiga foér samhallets
grundlaggande behov, varden eller sakerhet.

Dessa verksamheter bedrivs bade av privat och offentlig sektor.

EU:s ministerrad har darmed beslutat ett nytt direktiv for att effektivt skydda EU-invanare genom att minska
sarbarheter nar det galler den samhallsviktiga verksamheten vilket ar avgérande fér samhallets och ekonomins
funktion.

| Sverige kommer en statlig offentlig utredning (SOU) att tillsattas for att omsatta EU-direktivet i svensk
lagstiftning. Direktivet ar ett s.k. minimidirektiv vilket ger medlemsstaterna majlighet att lagga till sektorer och
Viktiga samhallsfunktioner i den nationella regleringen. CER- och NIS-direktiven kompletterar varandra da NIS-
direktivet reglerar det systematiska informationssakerhetsarbetet aven i samhallsviktig verksamhet som
identifieras under CER-direktivet.
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Vad omfattar forslaget?

1.

Varje medlemsstat ska ta fram en nationell strategi for att 6ka motstandskraften hos samhallsviktig
verksamhet. Strategin ska innehalla mal och prioriteringar. Den ska aven inkludera ett ramverk inklusive
en beskrivning av roller och ansvar for de olika myndigheterna som deltar i genomférandet av strategin.
Vidare ska en beskrivning av de atgarder som ar nodvandiga for att starka motstandskraften, inklusive
en nationell riskbedémning och identifiering av samhallsviktig verksamhet, samt de atgarder som
vidtagits for att stddja de samhallsviktiga verksamheterna enligt direktivet.

Medlemsstaterna ska ocksa gora en nationell riskbedomning och redovisa vilka typer av risker som
har identifierats och resultatet av riskbedémningarna per sektor och undersektor i direktivet.
Tillhandahallare av samhéllsviktig verksamhet ska identifieras for varje sektor och delsektor ska
medlemsstaterna identifiera alla aktdrer som bedriver samhallsviktig verksamhet. | identifiering ingar en
beddmning av betydande konsekvenser vid ett bortfall av en samhallsviktig verksamhet utifran bland
annat antal anvandare som berors, ekonomiska konsekvenser, geografiska konsekvenser och
beroenden till andra samhallsviktiga verksamheter.

En eller flera behdériga myndigheter ska utses med ansvar att direktivet implementeras och med
mandat att verkstalla regleringen enligt direktivet. En behdrig myndighet ska ocksa pekas ut som
nationell kontaktpunkt for arbetet gentemot EU KOM och andra medlemslander.

Den utpekade samhallsviktiga verksamheten ska enligt direktivet sdkerstélla att Iampliga och
proportionella tekniska, organisatoriska och siakerhetsmassiga atgarder for att sakerstélla sin
motstandskraft har vidtagits. Exempel pa detta ar tillfredsstallande fysiskt skydd, férmaga att aterhamta
sig efter incidenter och andamalsenliga rutiner for personalsakerhet.

Incidenter som har eller kan medféra betydande storning ska utan onddigt dréjsmal rapporteras till den
behdriga myndigheten.

Samhallsviktig verksamhet som tillhandahaller tjanster till eller i minst sex medlemsstaterna ska kunna
pekas ut som samhallsviktig verksamhet av europeisk betydelse och kan fa sarskilt stod av
kommissionen och féljas upp pa EU-niva.

EU KOM ska ge stod till medlemsstaterna och den samhallsviktiga verksamheten for att kunna uppfylla
sina skyldigheter enligt direktivet.

En ny arbetsgrupp for motstandskraft i samhallsviktig verksamhet (CERG) har inrattats med syftet
att stddja och underlatta strategiskt samarbete och informationsutbyte om fragor som ror direktivet.
CERG erséatter dagens CIP-POC expertgrupp inom EPCIP programmet.

Hur paverkas samhallsviktiga verksamheter av CER-direktivet?

Nar den statliga offentliga utredningen (SOU) som omhandertar implementeringen av CER- och NIS 2
direktiven ar klar s kommer MSB att kunna ge mer detaljerad information.

MSB har redan idag ett omfattande stdédmaterial for identifiering av samhallsviktig verksamhet samt atgarder for
att starka motstandskraften genom kontinuitetshantering, informationssakerhet, personalférsorjning samt
utbildning och dvning.

Trosa Kommun omfattas av NIS2- och CER direktivet, samtliga produktionschefer, utvalda enhetschefer,
dataskyddsombud samt dataskyddssamordnare genomgick under 2024 utbildning om dessa direktiv.

Dataskyddsombudet rekommenderar att i steg 2 samtlig berord personal ska genomga en kortfattad
utbildning av NIS2- och CER direktiven.
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Al-forordningen ar har - vad innebar det?
Dataskydd, GDPR, Artificiell intelligens *

Den 1 augusti 2024 tradde EU:s férordning om harmoniserade regler for artificiell intelligens (Al) i kraft, aven

kallad Al-forordningen. Att Al-férordningen har tratt i kraft betyder inte att innehallet i alla artiklar ska tillampas
fran den 1 augusti. Det finns olika datum fér nar skilda artiklar ska bdrja tillampas och galla i praktiken. Redan
den 2 februari 2025 ska exempelvis artikel 5 tillampas som anger att vissa Al-anvandningsomraden ska vara

forbjudna, exempelvis:

« Al-system som anvands for att avsiktligt manipulera eller vilseleda en persons beteende
* Identifiering av personer pa allman plats i realtid

Andra artiklar ska tillampas fran och med den 2 augusti 2025 och samma datum ar 2026 och ar 2027.
Maijoriteten av artiklarna ska tillampas fran den 2 augusti 2026.

Al-férordningen sammanfattad
Syftet med Al-férordningen kan sammanfattas i tre punkter.

1. Forbattra den inre marknadens funktion och framja anvandningen av manniskocentrerad och tillforlitlig
Al.

2. Sakerstalla en hég skyddsniva for halsa, sékerhet och grundlaggande rattigheter som faststalls i EU:s
rattighetsstadga, inbegripet demokrati, rattsstatens principer och miljéskydd mot de skadliga effekterna
av Al-system i EU.

3. Stddja innovation.

Enligt EU-kommissionen ar EU:s Al-férordning varldens forsta omfattande Al-lagstiftning. Den galler for bade
offentliga och privata aktérer inom EU och utanfor EU sa lange Al-systemet slapps pa EU-marknaden eller dess
anvandning paverkar manniskor i EU.

1. Al-férordningen innebar
harmoniserade regler for att slappa Al-system pa marknaden, att ta i bruk och att anvanda Al-system i
EU

3. forbud mot att anvéanda Al inom vissa omraden

4. sarskilda krav for Al-system med hdg risk och skyldigheter for operatorer av sadana system
¢ harmoniserade transparensregler for vissa Al-system

e harmoniserade regler for att slappa Al-modeller fér allmanna andamal pa marknaden

e regler om marknadsdvervakning, marknadskontroll, styrning och kontroll av efterlevnad

[ ]

atgarder som stodjer innovation med sarskild inriktning pa sma och medelstora foretag, inklusive
uppstartsforetag (startups).

Al-forordningens férhallande till GDPR

Det ar viktigt att veta att Al-forordningen inte andrar bestammelserna i GDPR; tvartom anges i Al-férordningen
att den inte paverkar GDPR. Den paverkar helt enkelt inte de skyldigheter som leverantérer och tillhandahallare
av Al-system har i sin roll som personuppgiftsansvariga eller personuppgiftsbitraden (i den man utformningen,
utvecklingen eller anvandningen av Al-system inbegriper behandling av personuppgifter). De registrerade
fortsatter att ha alla de rattigheter och garantier som de har enligt EU-

Trosa Kommun — arbete for 6kad sdkerhet inom dataskydd och informationssékerhet
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Vikten av att skydda personuppgifter

Vikten av att skydda personuppgifter hanger ihop med GDPR:s grundsyfte att skydda fysiska personers
integritet. Sakerhetsrisker och hot mot den personliga integriteten varierar beroende pa bland annat
personuppgiftsbehandlingens omfattning och vilka personuppgifter som behandlas. Sakerhetsarbetet handlar till
stor del om att minimera dessa risker och att hantera riskerna pa basta satt. Det ar varje organisations ansvar
att planera och genomféra sakerhetsarbetet sa att det uppfyller kraven i GDPR. Med en klar och tydlig struktur
och val anpassade rutiner i sakerhetsarbetet minskar vi riskerna for att vi missar nagot viktigt eller gor

misstag som kan leda till kostsamma sakerhetsincidenter.

Dataskyddsombud foreslar en utredning diar Trosa Kommun tar fram en policy for hur vi ska forhalla
oss och jobba med Al.

Kort introduktion av de fem nya lagstiftningarna fran EU under 2024

Ny gallande lagstiftning

= Det géller att inte blanda ihop EU:s dataskyddsférordning, den svenska dataskyddslagen (GDPR) - har
beslutats av radet och parlamentet och &r en évergripande och generell lagstiftning som alla
medlemsstater maste fdlja.

» Svensk dataskyddslag - har beslutats av den svenska riksdagen och innehéaller kompletterande
bestdmmelser till EU:s dataskyddsférordning i den man det finns utrymme till nationella variationer.

= Svensk dataskyddsférordning - har beslutats av den svenska regeringen och kompletterar den svenska
dataskyddslagen, till exempel med regler om Integritetsskyddsmyndigheten (IMY) och i vilka fall
tillsynsmyndigheten far meddela generella foreskrifter.

» Integritetsskyddsmyndighetens foreskrifter - beslutas av IMY i en forfattningssamling och kompletterar
ovrig dataskyddslagstiftning i den man IMY fatt sddana mandat.

= Utdver detta finns det ett stort antal sektorsspecifika lagstiftningar bland annat gallande halso- och
sjukvard, socialtjanst och sarskilda férordningar for framférallt statliga myndigheters verksamheter.
Manga lagar har redan tratt i kraft men flera ar fortfarande under utredning.

= Det ar bra att kdnna till att dataskyddslagen ar subsidiar, som det heter. Det betyder att sektorsspecifika
lagar gar fore den generella svenska kompletterande lagstiftningen i den man de krockar med varandra.
Men tank pa att GDPR fortfarande géller forst och framst. Det ar bara den svenska kompletterande
lagstiftningen som &r "underordnad" registerforfattningarna.

Tidigare lagstiftning
»  Personuppgiftslagen och personuppgiftsférordningen ar numera upphavda. De byggde pa EU:s
dataskyddsdirektiv och tradde i kraft den 24 oktober 1998.
= Alla dessa har ersatts av den nya dataskyddslagstiftningen.

*Kéalla: Visma/DraftIT
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M 365 Kanslighetsetiketter

For att var IT-miljé ska bli sékrare behdver alla inom Trosa kommunkoncern informationsklassificera alla
handlingar. Att informationsklassificera en handling gér du genom att applicera en kanslighetsetikett pa den.

Det finns olika nivaer av kanslighetsetiketter och vilken niva som ska appliceras pa handlingen beror pa vardet
av informationen den innehaller.

Vad betyder det att jag har satt en kanslighetsetikett pa en handling?

Att satta en kanslighetsetikett pa en handling innebar att man applicerar ett skydd pa handlingen som varierar i
sakerhet beroende pa vilken kanslighetsniva etiketten har. Nar man applicerar en kanslighetsetikett kallas det
att man "informationsklassar" handlingen. Vi anvander kanslighetsetiketter for att fa en sakrare IT-miljé och
skydda oss fran att obehdriga ska komma at vara handlingar. En kanslighetsetiketts sdkerhetsniva baseras pa
vardet pa informationen som handlingen innehaller. Innehaller en handling konfidentiell information som
kansliga personuppgifter eller andra extra skyddsvarda uppgifter kraver den ett hogre skydd &n exempelvis om
handlingen innehaller information om néar personer har semester.

| Trosa kommunkoncern har vi kanslighetsnivaer fran 0 till 3, dar niva 2 finns som Verksamhetssystem eller
Krypterad. Sanker man en etikett fran en niva med kryptering till KO eller K1 tas krypteringen bort.

Etikettsnivaer och Informationsklassning

KO Publik

Denna etikett anvands for extern information, som med férdel kan spridas. Exempelvis marknadsféringsmaterial
fran externa kallor, information pa kommunkoncernens webbplatser och sociala medier.

Detta ar en kanslighetsetikett utan skyddsfunktion eller begransningar.

K1 Oppen

Allman information fran Trosa kommunkoncern som ar 6ppen fér andra externa parter att ta del av men som
inte finns publikt, exempelvis information fran intranatet.

Detta ar en kanslighetsetikett utan skyddsfunktion eller begrénsningar.

K2 Intern och Verksamhetssystem

Information som ska in i verksamhetssystem samt information som ska hallas internt och inte far delas med
externa parter utanfor Trosa kommunkoncern eller din enhet. Information som klassificeras med K2 ar
information som i nagon man skulle kunna skada organisationen om den hamnar i oratta hander.

Internt — Arbetsmaterial, presentationer, personlig information och kansliga interna handlingar. Kan éppnas av
samtliga inom kommunkoncernen, med behoérighet, men ej av mottagare utanfér. Kan fortfarande vara en
allman handling.

Verksamhetssystem — Handlingar som ska in i verksamhetssystem.

K3 Konfidentiell

Information med ett skyddsvarde. Till exempel kénsliga eller extra skyddsvarda personuppgifter, information
som omfattas av sekretess, handlingar som inte ar fardigstallda och darmed fortfarande ar arbetsmaterial dar
spridning av saddan information skulle innebara skada for verksamheten.
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Projekt Handslaget *

Kommungemensamt handslag for valfardsutveckling genom digitalisering
Handslag for valfardsutveckling genom digitalisering (Handslaget) handlar om att ta tillvara potentialen i ett
starkt kommungemensamt digitaliseringsarbete. Projektet ar initierat av Sveriges kommundirektorer.

VARLDENS MEST INNOVATIVA
OCH OMTANKSAMMA VALFARD

smart och tillganglig digitalisering i hela landet

FOR ATT FOR
MOTA BRISTEN EFFEKTIVITET
PA OCH FOR EN
FOR ARBETSKRAFT INNOVATION HALLBAR
ALLA SAMHALLS-
INVANARE UTVECKLING

Med gemensam vilja, samordning och tydligare
rollférdelning ska SKR tillsammans med Adda och Inera
bland annat bidra till att:

Starka kommuners samlade bestallarkraft.
Modernisera och framtidssakra kommuners
digitala infrastruktur.
e Skapa samverkan sa att resurser kan anvandas mer
effektivt nar det galler upphandling, drift och férvaltning
av digital teknik.
e Vidareutveckla stéd och gemensamma tilldmpningar inom
juridik och informations- och cybersakerhet.
Forstarka arbetet med innovation, ledning och styrning for
o att mojliggdra verksamhetsutveckling genom digitalisering.
e Ta vara pa kraften hos kommuner i framkant.
e Starka dialogen och det langsiktiga samarbetet med
den statliga nivan.
e Starka samarbetet med naringslivet och akademin
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Var befinner sig Trosa Kommun i projekt Handslaget

Vi har kommit igdng med tva av fyra inledande projekt i handslaget som vi har som mal att implementera under
ar 2025 dessa ar:

o Digital Post

Minskade
kostnader
for utskick
av brev

Digital post har manga fordelar. Det ar enkelt, sékert och effektivt och du kan alltid kan komma at din post
oavsett var du befinner dig.

Det ar aven snabbare och billigare for offentlig sektor att skicka digitalt jamfort med vanlig post. Dessutom bidrar
det till ett mer hallbart samhalle genom att behovet av papper och miljdbelastande transporter minskar.

Trosa Kommuns behov ar idag stort for Digital Post framst inom Vard- och Omsorg, Socialtjansten och skolan
dar manga kansliga personuppgifter hanteras varje dag men aven inom Samhallsbyggnad och Overférmyndare
finns ett skriande behov. Inférande av Digital Post skulle spara mycket tid och pengar.

o SDK (Saker digital Kommunikation)

Digital infrastruktur
som levereras av
Myndigheten for
digital forvaltning

(Digg)

Informationsutbytet Fungerar som mail,
sker mellan d v s ostrukturerad

funktioner - inte information och
personer. bilagor

SDK levererar aven infrastruktur for sdkra moéten.

De 6vriga ar projekten som vi kommer titta pa under ar 2026 ar:

o |dentitet och behdrighet
e Breddinférande av viss valfardsteknik

*Ké&lla: SKR och DIGG
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LIS — Ledningssystem for informationssakerhet

LIS ar ett stod for hur GDPR- och informationssakerhetsarbetet styrs i verksamheter.

Ett LIS ar en organisationsprocess for styrning och ledning av informationssakerhetsarbetet. Dessa processer
ska utvarderas I6pande och anpassas till aktuella verksamhets- och omvarldskrav. En central del i ett
ledningssystem ar ledningens uttalade stdd. Ledningen boér ocksa se till att organisationen antar en policy for
informationssakerhetsarbetet. | ytterligare styrdokument, riktlinjer och liknande kan sedan den hogsta ledningen
ge vagledning till chefer och évriga medarbetare.

| riktlinjer ar det vanligt att det férs in bestammelser om till exempel:
e anvandning av internet och e-post

atgarder till skydd mot skadlig kod

fysisk sakerhet

incidenthantering

kontinuitetsplanering

mobilt arbete

inventarier och licenser

behdrighetsadministration

loggning.

Det ar viktigt att alla i en organisation kanner till och forstar innehallet i policys och riktlinjer. Erfarenheten visar
tydligt vikten av att anstallda uppvisar ett sakert beteende i sitt dagliga arbete. En stor del av arbetet med att
driva ett ledningssystem handlar darfér om att informera medarbetare om de regler som ingar i
ledningssystemet.

Den svenska och internationella standardserien SS-ISO/IEC 27000 visar pa ett sadant ledningssystem dar
sakerhetsnivan tar sin utgadngspunkt i en verksamhetsanpassad riskanalys, och dar
informationssakerhetsarbetet féljer en tydlig process.

Tillampning av standarderna i denna serie underlattar arbetet med informationssakerhet inom organisationer
och forbattrar ocksd méjligheterna att externt bedéma sékerhet och revidera denna pa ett enhetligt satt.

Informationstillgangar

Verksamhetsprocesser

Manniskor/kunskap

Information

Informationssystem / applikationer

IT-infrastruktur Leveranttrer

Fysiska platser

Dataskyddsombudet foreslar att Trosa Kommun bor ta beslut om att infora ett LIS system for att
sadkerstalla och ha kontroll pa vart dataskydd- och informationssakerhetsarbete.
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Reflektioner sedan forra arets rapport

Cyberhot

Varlden i stort star idag under storre hot om cyberattacker &n nagonsin och Sverige ar fér manga lander
intressanta att utsatta. Darav ar det extra viktigt att vi har kontroll pa var vi har var information lagrad som vi vill
skydda.

Det ar en nationell och personlig angelagenhet att vara medveten om hur hoten ser ut och vad som gar att goéra
for att skydda viktig data. Den tekniska utvecklingen gar snabbt och sékerheten foljer inte med i samma tempo.
Det innebéar att bade enskilda organisationer och hela samhallen blir sarbara for olika cyberhot.

| dag ar manga it-system inte langre enbart ett stdd for verksamheten, utan en férutsattning for att
verksamheten ska fungera. Det finns ocksa ett stérre beroende mellan olika it-system i dagens samhalle. Dessa
beroenden stracker sig bade inom och mellan organisationer och mellan Iander. Darfér ar det viktigt for bade
privat och offentlig verksamhet att férebygga och atgarda sakerhetsbrister i verksamhetskritiska system.

Hot kan delas in i tre évergripande kategorier:
1. Manskliga hot (kan vara bade antagonistiska hot i form av angrepp och icke-antagonistiska hot i form av
misstag).
2. Tekniska hot (i form av systemfel).
3. Naturhot (som till exempel vaderfenomen, jordbavningar)

Samtliga hot kan leda till incidenter som kan paverka informations- och cybersakerheten och leda till allvarliga
konsekvenser for bade enskilda och organisationer.

Dessa hot kan rikta sig mot eller drabba enskilda organisationer, samhallen och myndigheter. | och med
digitaliseringen och komplexa beroendekedjor som vaxt fram har incidenter som paverkar flera organisationer
blivit allt vanligare.

Sanktioner
For att sdkra oss mot cyberhot har regelverken genom bl a NIS2 och CER fér dataskydd (GDPR) och
informationssakerhet skarpts och med det har det &ven kommit helt nya nivaer pa sanktioner.

Exempel pa utdomda sanktioner under ar 2024

Barn och utbildningsnamnden Anvandning av Google 300 000kr

Ostersunds kommun workspace

Uber Uppgifter om férarna 290 000 000 Euro
pa server i USA

Apoteket och ApoHem Anvandning av Metas analysverktyg 37 mkr / 8 mkr
for riktad marknadsféring

Hemkop Inte givit DSO ratt forutsattningar Reprimand

Socialndmnden Inte givit DSO ratt forutsattningar 500 000 kr

Orebro Kommun
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Hur sakrar vi Trosa Kommun for framtiden?
Forslag pa insatser:

= Fa&upp InfoSAK pé ledningsgruppens agenda.

= Implementera ett systematiskt INfoSAK arbete i hela Trosa Kommunkoncern, styrdokument &r bra men
det ar inte mycket till hjalp om man inte far in det systematiskt i processerna samt att de inte uppdateras
I6pande.

» Alltid uppgradera vara system I6pande sa vi har de senaste sakerhetsanpassade versionerna.

= Alltid goéra konsekvens- och riskanalyser samt nyttokalkyler innan inkdp av nya system. Detta for att
sakerstalla investeringen samt sakerheten.

» Vid inkdp av system involvera vara upphandlare, Informationssakerhetsansvarig samt
digitaliseringsansvarig redan fran boérjan.

» [T méaste I6pande informera verksamheterna om pagaende incidenter och férandringar de har planerat.
» Etablera en infosak- och cybersakerhetsgrupp med representanter fran varje kontor.

= Ha en klar malbild éver hur vi behdver sakra vara processer och system. Oka kompetensen och
medvetenhet avseende regelverk och lagar avseende cyber- och informationssakerhet inom Trosa
Kommun samt tillhérande affarspartners och leverantorer.

Battre skydd mot yttre Hot

2. Hotbilden ida; 7 000 losenord till anstéllda

IRaliba afbac id abtbanlrnm b

Risk fér varubrist pa Systemet
efter it-attack -

SOP!  rimmysyre , il
um‘; E.,-.,., o Cyberattack mot Trafikverket -

EnligtDagens  hemsidan nere

5 she e underbewen

Pt larradtaech. Teafikwerkets hemaida har legak mere sedan banchtid, Enligt

= Dot wppticktes vid tratiden rrmyredighglan pretdt et rdr ibg om on Swmbpladlrengiatiack.
wyitem, aliger Marss Wickmar

S ahamimet Phimis el okl

rewn prreat e bl ag
b bt Tesrniga i
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Battre kontroll over komplex digital infrastruktur

Igar | ldag

T / | \
|
|
|
|
I

Sammanfattning av dataskydd och informationssakerhet i Trosa Kommun

Trosa Kommun har idag en mycket hog sakerhet pa var tekniska infrastruktur i form av datorer, servrar och
molntjanster dock maste vi Iopande fortsatta med att hdja var medvetenhet inom dataskydd och
informationssakerhet ett omrade som standigt férandras.

For att underlatta for oss och fa en battre kontroll ar att skapa ett systematiskt sdkerhetsarbete som genomsyrar
hela organisationen skulle vi behdva implementera ett LIS ledningssystem typ ISO 27001/2. Inom ramen for
detta far vi en samlad kontroll 6ver:

. IT sakerhet

. Informationssakerhet

. Dataskydd

. Konsekvens- och riskanalysprocess
. InkOpssakerhet

. Leveranttrssakerhet

. Sakra kompetens i flera nivaer

Dataskyddsombud féreslar implementering av ett LIS system som nésta steg i vart arbete med
dataskydd och informationssakerhet






Kommunkontoret Tjansteskrivelse

Emma Eklund Datum

Namnd-/bolagssekreterare 2025-03-18
0156-522 50 Diarienummer
emma.eklund@trosa.se KFN/2025:1

Anmalan av delegationsbeslut

Forslag till beslut

Kultur-och fritidsndmnden godkanner redovisningen av delegationsbeslut.

Arendet

Kultur- och fritidsnamnden har 6verlatit sin beslutanderatt till ordférande och tjanstepersoner i
vissa arenden enligt antagen delegationsordning. Dessa beslut ska redovisas till nAmnden.

Foljande férteckningar dver delegationsbeslut har redovisats till dagens sammantradde med

kultur- och fritidsndmnden:
e Delegationsrapport féreningsbidrag, perioden 2025-01-30 — 2025-02-28.

Emma Eklund
Namnd-/bolagssekreterare

Beslutsunderlag
Delegationsrapport féreningsbidrag, perioden 2025-01-30 — 2025-02-28.

Postadress: Trosa kommun, 619 80 Trosa * Tel: 0156-520 00 « Fax: 0156-520 17 « E-post: trosa@trosa.se
www.trosa.se



Trosa

Bidrag

Urval
Utbetalningsdatum
Bidragsansokansnr

Bidragsart

Forening

Kundnr.

Bidragsnr Bidrag

Konto

Korningsnr

178

Belopp Utbet.datum

Koérningsdatum

2025-02-28

2025-02-28 13:35:22
1(2)

Trosa Alpina klubb

Trosa Bridgesallskap

Trosa Bridgesallskap

Trosa-Vagnharad Kampfoérening

Trosa-Vagnharad Kampforening

1636

4158

4158

1758

1758

2090 Driftbidrag
lokal/anldggning
idrott

2118 Aktivitetsbidrag
social

2119 Driftbidrag
lokal/anlaggning
social

2120 Driftbidrag
lokal/anlaggning
idrott

2121 Aktivitetsbidrag
idrott

Driftbidrag idrott/soc

Aktivitets- och driftbidrag
Idrott/sociala

Driftbidrag idrott/soc

Driftbidrag idrott/soc

Aktivitets- och driftbidrag
Idrott/sociala

110 000,00 2025-02-14

110 000,00

10 413,00 2025-02-25

27 422,00 2025-02-25

37 835,00

110 000,00 2025-02-26

89 661,00 2025-02-25

199 661,00

Totalt

347 496,00



Bidrag

Kontobversikt

Konto Belopp

Aktivitets- och driftbidrag Idrott/sociala 100 074,00

Driftbidrag idrott/soc 247 422,00
347 496,00

Totalt

Korningsnr

178

Koérningsdatum

2025-02-28

2025-02-28 13:35:22
1(2)



Korningsnr Kérningsdatum 2025-02-28 13:35:22
178 2025-02-28 2(2)
Bokféringsdag Remitteringsdag
2025-02-28 2025-02-28
Datum Utfardat av Datum Attest
2025-02-28 Sara Faltskog Eldros 2025-02-28 SFE
Datum Attest







Kommunkontoret Tjansteskrivelse

Emma Eklund Datum

Namnd-/bolagssekreterare 2025-03-18
0156-522 50 Diarienummer
emma.eklund@trosa.se KFN/2025:2

Rapportering av meddelanden till namnden

Forslag till beslut

Kultur-och fritidsndmnden godkanner rapporteringen.

Arendet

Rapportering av meddelanden till ndmnden anvands for att informera om beslut och
meddelanden fran myndigheter inom och utanfér kommunen och som har betydelse for Kultur-
och fritidsnamnden.

Emma Eklund
Namnd-/bolagssekreterare

Beslutsunderlag

Rapportering av meddelanden till ndAmnden.

Postadress: Trosa kommun, 619 80 Trosa * Tel: 0156-520 00 « Fax: 0156-520 17 « E-post: trosa@trosa.se
www.trosa.se



Utskrivet: 2025-03-18 11:41

Rapportering av meddelanden till namnden
Utskrivet av: Emma Eklund

Datum Beskrivning Avsandare
2025-03-17 KF § 11 Svar pa Interpellation om Edané gard Kommunfullmaktige
2025-03-17 KF § 15 Svar pa motion om ett kultur- och aktivitetshus i Vagnharad Kommunfullmaktige
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-05-07 10:05:11.462737 UTC ±9 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      155.4.55.253

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Markus Reimer (MR) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-08-05 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-05-07 10:05:11.462737 UTC ±9 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (helenebergstrom1969@gmail.com) to Helene Bergström (HB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-05-07 10:05:11.462737 UTC ±9 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mikael.frykman@trosa.se) to Mikael Frykman (MF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-05-07 10:05:14.534276 UTC ±9 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Helene Bergström (HB) was delivered.

      


    

  



  

  

    		2024-05-07 10:05:14.55245 UTC ±9 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mikael Frykman (MF) was delivered.

      


    

  



  

  

    		2024-05-07 10:05:17.805197 UTC ±9 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      155.4.55.253

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36

      

    

    		

      

        The party Markus Reimer (MR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-07 10:05:20.438087 UTC ±9 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Markus Reimer (MR) was delivered.

      


    

  



  

  

    		2024-05-07 10:05:20.456657 UTC ±9 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to helenebergstrom1969@gmail.com was opened.

      


    

  



  

  

    		2024-05-07 10:06:58.463506 UTC ±11 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to markus@reimer.nu was opened.

      


    

  



  

  

    		2024-05-07 10:07:05.695033 UTC ±12 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      155.4.55.253

      

        Mozilla/5.0 (iPad; CPU OS 17_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/124.0.6367.88 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Markus Reimer (MR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-07 10:07:44.434848 UTC ±12 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      155.4.55.253

      

        Mozilla/5.0 (iPad; CPU OS 17_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/124.0.6367.88 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Markus Reimer (MR) signed in the signature box “Markus Reimer Signatur”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		3		0.480		0.364



 

      


    

  



  

  

    		2024-05-07 10:07:44.434848 UTC ±12 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      155.4.55.253

      

        Mozilla/5.0 (iPad; CPU OS 17_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/124.0.6367.88 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Markus Reimer (MR) signed the document.

      


    

  



  

  

    		2024-05-07 10:43:36.305617 UTC ±57 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to helenebergstrom1969@gmail.com was opened.

      


    

  



  

  

    		2024-05-07 10:43:41.299773 UTC ±57 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      94.191.152.151

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Helene Bergström (HB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-07 10:44:52.753445 UTC ±58 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      94.191.152.151

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Helene Bergström (HB) signed in the signature box “Helene Bergström Signatur”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		3		0.758		0.363



 

      


    

  



  

  

    		2024-05-07 10:44:52.753445 UTC ±58 ms

    		2024-05-07 09:57:51.028651 UTC

    		

      94.191.152.151

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Helene Bergström (HB) signed the document.

      


    

  



  

  

    		2024-05-08 04:21:35.828603 UTC ±23 ms

    		2024-05-08 03:58:28.738035 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to helenebergstrom1969@gmail.com was opened.

      


    

  



  

  

    		2024-05-08 08:27:42.623642 UTC ±34 ms

    		2024-05-08 07:58:40.171312 UTC

    		

      213.112.246.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0

      

    

    		

      

        The party Mikael Frykman (MF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-08 08:28:57.022867 UTC ±35 ms

    		2024-05-08 07:58:40.171312 UTC

    		

      213.112.246.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0

      

    

    		

      

        The signatory Mikael Frykman (MF) signed in the signature box “Mikael Frykman Signatur”.
[image: signature]MMikaet fW







The box’s placement in the Main Document:		Page		X		Y

		3		0.143		0.360



 

      


    

  



  

  

    		2024-05-08 08:28:57.022867 UTC ±35 ms

    		2024-05-08 07:58:40.171312 UTC

    		

      213.112.246.148

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0

      

    

    		

      

        The signatory Mikael Frykman (MF) signed the document.

      


    

  



  

  

    		2024-05-08 08:28:57.022867 UTC ±35 ms

    		2024-05-08 07:58:40.171312 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.12 ms

		standard deviation: 1.45 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈91.406%

		|e| < 5 ms: ≈99.941%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-03-27 16:20:52.41064 UTC and 2024-05-08 07:58:40.171312 UTC:







  		Time collected

  		Clock offset







  

    		2024-03-27 16:20:52.41064

    		-0.2 ms

  





  

    		2024-03-27 17:20:55.690902

    		2.2 ms

  





  

    		2024-03-27 18:20:58.115354

    		1.6 ms

  





  

    		2024-03-27 19:20:59.626743

    		1.7 ms

  





  

    		2024-03-27 20:21:02.133691

    		-0.8 ms

  





  

    		2024-03-27 21:21:04.663566

    		-0.7 ms

  





  

    		2024-03-27 22:21:06.641644

    		-1.2 ms

  





  

    		2024-03-27 23:21:08.928039

    		-2.1 ms

  





  

    		2024-03-28 00:21:10.562769

    		-1.4 ms

  





  

    		2024-03-28 01:21:12.813862

    		-2.3 ms

  





  

    		2024-03-28 02:21:15.588859

    		0.8 ms

  





  

    		2024-03-28 03:21:18.323038

    		-0.8 ms

  





  

    		2024-03-28 04:21:20.118883

    		-0.6 ms

  





  

    		2024-03-28 05:21:21.545699

    		-1.2 ms

  





  

    		2024-03-28 06:21:23.467362

    		0.9 ms

  





  

    		2024-03-28 07:21:24.908297

    		0.1 ms

  





  

    		2024-03-28 08:21:26.695339

    		1.8 ms

  





  

    		2024-03-28 09:21:28.329031

    		2.6 ms

  





  

    		2024-03-28 10:21:30.264781

    		1.3 ms

  





  

    		2024-03-28 11:21:32.183805

    		0.1 ms

  





  

    		2024-03-28 12:21:34.28227

    		-0.7 ms

  





  

    		2024-03-28 13:21:36.384414

    		1.0 ms

  





  

    		2024-03-28 14:21:38.363361

    		1.5 ms

  





  

    		2024-03-28 15:21:40.777729

    		2.8 ms

  





  

    		2024-03-28 16:21:42.620283

    		0.5 ms

  





  

    		2024-03-28 17:21:45.329024

    		0.0 ms

  





  

    		2024-03-28 18:21:47.396568

    		-1.7 ms

  





  

    		2024-03-28 19:21:50.156379

    		-2.0 ms

  





  

    		2024-03-28 20:21:52.433288

    		-2.9 ms

  





  

    		2024-03-28 21:21:54.533937

    		-7.8 ms

  





  

    		2024-03-28 22:21:56.150656

    		-0.6 ms

  





  

    		2024-03-28 23:21:58.372045

    		-1.0 ms

  





  

    		2024-03-29 00:22:00.355389

    		0.8 ms

  





  

    		2024-03-29 01:22:02.940907

    		-1.2 ms

  





  

    		2024-03-29 02:22:04.70422

    		-0.5 ms

  





  

    		2024-03-29 03:22:07.482002

    		0.9 ms

  





  

    		2024-03-29 04:22:09.707524

    		1.5 ms

  





  

    		2024-03-29 05:22:12.222575

    		1.2 ms

  





  

    		2024-03-29 06:22:16.328889

    		-0.5 ms

  





  

    		2024-03-29 07:22:19.782431

    		0.5 ms

  





  

    		2024-03-29 08:22:21.788782

    		2.0 ms

  





  

    		2024-03-29 09:22:23.461719

    		2.1 ms

  





  

    		2024-03-29 10:22:25.508955

    		0.3 ms

  





  

    		2024-03-29 11:22:27.226658

    		2.0 ms

  





  

    		2024-03-29 12:22:29.141699

    		1.3 ms

  





  

    		2024-03-29 13:22:30.697699

    		0.5 ms

  





  

    		2024-03-29 14:22:32.536242

    		-0.7 ms

  





  

    		2024-03-29 15:22:34.205671

    		2.1 ms

  





  

    		2024-03-29 16:22:36.377215

    		2.5 ms

  





  

    		2024-03-29 17:22:39.033526

    		-0.1 ms

  





  

    		2024-03-29 18:22:40.736685

    		-1.7 ms

  





  

    		2024-03-29 19:22:42.639805

    		-0.5 ms

  





  

    		2024-03-29 20:22:44.326238

    		-2.7 ms

  





  

    		2024-03-29 21:22:45.965422

    		-2.3 ms

  





  

    		2024-03-29 22:22:48.380663

    		0.7 ms

  





  

    		2024-03-29 23:22:51.360724

    		-1.0 ms

  





  

    		2024-03-30 00:22:53.329284

    		0.4 ms

  





  

    		2024-03-30 01:22:55.431153

    		-0.4 ms

  





  

    		2024-03-30 02:22:58.05641

    		-1.4 ms

  





  

    		2024-03-30 03:23:01.545432

    		0.0 ms

  





  

    		2024-03-30 04:23:04.285407

    		1.9 ms

  





  

    		2024-03-30 05:23:06.671741

    		-1.2 ms

  





  

    		2024-03-30 06:23:08.633336

    		-0.6 ms

  





  

    		2024-03-30 07:23:10.711042

    		-1.1 ms

  





  

    		2024-03-30 08:23:12.857425

    		1.1 ms

  





  

    		2024-03-30 09:23:14.839727

    		2.3 ms

  





  

    		2024-03-30 10:23:16.455657

    		1.6 ms

  





  

    		2024-03-30 11:23:17.964316

    		1.7 ms

  





  

    		2024-03-30 12:23:22.143154

    		-0.7 ms

  





  

    		2024-03-30 13:23:23.687364

    		-0.9 ms

  





  

    		2024-03-30 14:23:26.891814

    		-0.5 ms

  





  

    		2024-03-30 15:23:29.356692

    		1.3 ms

  





  

    		2024-03-30 16:23:31.140746

    		0.5 ms

  





  

    		2024-03-30 17:23:32.874508

    		0.1 ms

  





  

    		2024-03-30 18:23:34.80027

    		-1.3 ms

  





  

    		2024-03-30 19:23:36.481274

    		0.1 ms

  





  

    		2024-03-30 20:23:38.585684

    		-1.3 ms

  





  

    		2024-03-30 21:23:40.879425

    		-1.9 ms

  





  

    		2024-03-30 22:23:42.425665

    		-1.0 ms

  





  

    		2024-03-30 23:23:45.229675

    		-1.5 ms

  





  

    		2024-03-31 00:23:46.84985

    		1.5 ms

  





  

    		2024-03-31 01:23:48.924681

    		-2.0 ms

  





  

    		2024-03-31 02:23:51.09736

    		0.1 ms

  





  

    		2024-03-31 03:23:53.709591

    		1.0 ms

  





  

    		2024-03-31 04:23:56.804906

    		2.0 ms

  





  

    		2024-03-31 05:23:59.974023

    		1.6 ms

  





  

    		2024-03-31 06:24:02.537274

    		0.7 ms

  





  

    		2024-03-31 07:24:04.337092

    		-1.0 ms

  





  

    		2024-03-31 08:24:06.16904

    		0.8 ms

  





  

    		2024-03-31 09:24:07.845462

    		1.4 ms

  





  

    		2024-03-31 10:24:09.675228

    		2.3 ms

  





  

    		2024-03-31 11:24:11.766229

    		2.4 ms

  





  

    		2024-03-31 12:24:14.338357

    		0.5 ms

  





  

    		2024-03-31 13:24:18.149732

    		1.9 ms

  





  

    		2024-03-31 14:24:19.565024

    		0.5 ms

  





  

    		2024-03-31 15:24:22.346311

    		1.4 ms

  





  

    		2024-03-31 16:24:24.252816

    		-1.0 ms

  





  

    		2024-03-31 17:24:26.255152

    		-0.1 ms

  





  

    		2024-03-31 18:24:28.462862

    		-2.7 ms

  





  

    		2024-03-31 19:24:31.382921

    		-1.6 ms

  





  

    		2024-03-31 20:24:33.21712

    		-1.3 ms

  





  

    		2024-03-31 21:24:36.314012

    		-1.7 ms

  





  

    		2024-03-31 22:24:38.654175

    		0.8 ms

  





  

    		2024-03-31 23:24:41.134795

    		-0.2 ms

  





  

    		2024-04-01 00:24:43.538827

    		-0.7 ms

  





  

    		2024-04-01 01:24:46.53656

    		-3.0 ms

  





  

    		2024-04-01 02:24:48.553826

    		-0.9 ms

  





  

    		2024-04-01 03:24:50.735178

    		-1.3 ms

  





  

    		2024-04-01 04:24:53.29369

    		0.8 ms

  





  

    		2024-04-01 05:24:55.405174

    		-0.1 ms

  





  

    		2024-04-01 06:24:58.314587

    		1.8 ms

  





  

    		2024-04-01 07:25:00.958236

    		2.5 ms

  





  

    		2024-04-01 08:25:02.620686

    		1.3 ms

  





  

    		2024-04-01 09:25:04.512005

    		-0.6 ms

  





  

    		2024-04-01 10:25:06.578492

    		1.1 ms

  





  

    		2024-04-01 11:25:08.395042

    		-0.6 ms

  





  

    		2024-04-01 12:25:10.730295

    		0.5 ms

  





  

    		2024-04-01 13:25:12.610127

    		0.4 ms

  





  

    		2024-04-01 14:25:14.568094

    		-0.7 ms

  





  

    		2024-04-01 15:25:16.461653

    		-0.3 ms

  





  

    		2024-04-01 16:25:19.542325

    		-0.2 ms

  





  

    		2024-04-01 17:25:22.082416

    		1.7 ms

  





  

    		2024-04-01 18:25:23.605591

    		-0.1 ms

  





  

    		2024-04-01 19:25:25.395416

    		0.2 ms

  





  

    		2024-04-01 20:25:27.910118

    		0.5 ms

  





  

    		2024-04-01 21:25:30.875121

    		-0.8 ms

  





  

    		2024-04-01 22:25:32.726527

    		-1.8 ms

  





  

    		2024-04-01 23:25:34.730303

    		-1.9 ms

  





  

    		2024-04-02 00:25:36.258319

    		-1.4 ms

  





  

    		2024-04-02 01:25:40.530509

    		-1.4 ms

  





  

    		2024-04-02 02:25:42.96324

    		-0.6 ms

  





  

    		2024-04-02 03:25:46.238416

    		2.0 ms

  





  

    		2024-04-02 04:25:49.464447

    		1.4 ms

  





  

    		2024-04-02 05:25:53.55124

    		2.1 ms

  





  

    		2024-04-02 06:25:56.115518

    		-0.7 ms

  





  

    		2024-04-02 07:25:58.265475

    		-0.7 ms

  





  

    		2024-04-02 08:25:59.867775

    		0.9 ms

  





  

    		2024-04-02 09:26:01.364663

    		0.6 ms

  





  

    		2024-04-02 10:26:03.349984

    		4.9 ms

  





  

    		2024-04-02 11:26:05.61985

    		1.5 ms

  





  

    		2024-04-02 12:26:08.136907

    		6.3 ms

  





  

    		2024-04-02 13:26:09.651467

    		7.0 ms

  





  

    		2024-04-02 14:26:11.264517

    		0.7 ms

  





  

    		2024-04-02 15:26:13.97874

    		0.1 ms

  





  

    		2024-04-02 16:26:16.069241

    		-0.1 ms

  





  

    		2024-04-02 17:26:17.832232

    		-1.6 ms

  





  

    		2024-04-02 18:26:20.786683

    		-0.2 ms

  





  

    		2024-04-02 19:26:22.928523

    		-1.1 ms

  





  

    		2024-04-02 20:26:24.936902

    		-1.6 ms

  





  

    		2024-04-02 21:26:26.94687

    		-0.6 ms

  





  

    		2024-04-02 22:26:28.809285

    		-1.3 ms

  





  

    		2024-04-02 23:26:30.606087

    		-1.0 ms

  





  

    		2024-04-03 00:26:33.1705

    		-2.1 ms

  





  

    		2024-04-03 01:26:36.358749

    		0.9 ms

  





  

    		2024-04-03 02:26:39.824786

    		0.9 ms

  





  

    		2024-04-03 03:26:41.930168

    		0.8 ms

  





  

    		2024-04-03 04:26:44.273787

    		0.3 ms

  





  

    		2024-04-03 05:26:45.911481

    		-1.2 ms

  





  

    		2024-04-03 06:26:47.564006

    		0.3 ms

  





  

    		2024-04-03 07:26:49.836589

    		-0.1 ms

  





  

    		2024-04-03 08:26:51.32055

    		2.1 ms

  





  

    		2024-04-03 09:26:53.861817

    		-0.1 ms

  





  

    		2024-04-03 10:26:56.301767

    		1.4 ms

  





  

    		2024-04-03 11:26:58.001817

    		1.2 ms

  





  

    		2024-04-03 12:26:59.484006

    		1.8 ms

  





  

    		2024-04-03 13:27:01.613451

    		2.2 ms

  





  

    		2024-04-03 14:27:03.444255

    		0.3 ms

  





  

    		2024-04-03 15:27:05.987845

    		-2.0 ms

  





  

    		2024-04-03 16:27:08.491479

    		1.1 ms

  





  

    		2024-04-03 17:27:11.479513

    		-0.7 ms

  





  

    		2024-04-03 18:27:13.267943

    		0.4 ms

  





  

    		2024-04-03 19:27:14.92782

    		-0.6 ms

  





  

    		2024-04-03 20:27:17.913021

    		0.5 ms

  





  

    		2024-04-03 21:27:20.755173

    		0.7 ms

  





  

    		2024-04-03 22:27:22.531201

    		0.0 ms

  





  

    		2024-04-03 23:27:24.463002

    		-2.5 ms

  





  

    		2024-04-04 00:27:26.807205

    		0.9 ms

  





  

    		2024-04-04 01:27:30.73718

    		1.1 ms

  





  

    		2024-04-04 02:27:33.347018

    		-1.5 ms

  





  

    		2024-04-04 03:27:35.019437

    		-0.1 ms

  





  

    		2024-04-04 04:27:38.064258

    		-0.9 ms

  





  

    		2024-04-04 05:27:41.058872

    		-1.3 ms

  





  

    		2024-04-04 06:27:43.011795

    		-0.2 ms

  





  

    		2024-04-04 07:27:44.546727

    		1.8 ms

  





  

    		2024-04-04 08:27:47.6108

    		3.4 ms

  





  

    		2024-04-04 09:27:51.62769

    		-1.1 ms

  





  

    		2024-04-04 10:27:54.38189

    		2.0 ms

  





  

    		2024-04-04 11:27:55.942211

    		-0.3 ms

  





  

    		2024-04-04 12:27:58.916971

    		-0.4 ms

  





  

    		2024-04-04 13:28:01.485072

    		-1.9 ms

  





  

    		2024-04-04 14:28:03.386835

    		1.4 ms

  





  

    		2024-04-04 15:28:05.627746

    		-1.3 ms

  





  

    		2024-04-04 16:28:09.501685

    		0.5 ms

  





  

    		2024-04-04 17:28:13.400579

    		-1.3 ms

  





  

    		2024-04-04 18:28:17.715556

    		0.6 ms

  





  

    		2024-04-04 19:28:19.704564

    		-1.4 ms

  





  

    		2024-04-04 20:28:22.060378

    		-0.8 ms

  





  

    		2024-04-04 21:28:24.536223

    		-4.5 ms

  





  

    		2024-04-04 22:28:28.248937

    		2.6 ms

  





  

    		2024-04-04 23:28:30.683543

    		-0.2 ms

  





  

    		2024-04-05 00:28:33.206234

    		-1.2 ms

  





  

    		2024-04-05 01:28:35.086998

    		2.1 ms

  





  

    		2024-04-05 02:28:39.356589

    		-0.9 ms

  





  

    		2024-04-05 03:28:42.881201

    		0.9 ms

  





  

    		2024-04-05 04:28:44.786442

    		1.5 ms

  





  

    		2024-04-05 05:28:47.293695

    		1.4 ms

  





  

    		2024-04-05 06:28:49.552282

    		2.6 ms

  





  

    		2024-04-05 07:28:52.38832

    		2.8 ms

  





  

    		2024-04-05 08:28:54.497617

    		1.8 ms

  





  

    		2024-04-05 09:28:56.229753

    		3.0 ms

  





  

    		2024-04-05 10:28:58.093262

    		2.6 ms

  





  

    		2024-04-05 11:28:59.677721

    		-0.2 ms

  





  

    		2024-04-05 12:29:02.29763

    		-0.6 ms

  





  

    		2024-04-05 13:29:05.242586

    		0.1 ms

  





  

    		2024-04-05 14:29:07.83549

    		2.6 ms

  





  

    		2024-04-05 15:29:09.691682

    		2.4 ms

  





  

    		2024-04-05 16:29:12.516511

    		0.6 ms

  





  

    		2024-04-05 17:29:14.875151

    		1.8 ms

  





  

    		2024-04-05 18:29:16.42983

    		1.1 ms

  





  

    		2024-04-05 19:29:19.512765

    		-1.0 ms

  





  

    		2024-04-05 20:29:21.734783

    		0.4 ms

  





  

    		2024-04-05 21:29:23.286292

    		0.4 ms

  





  

    		2024-04-05 22:29:25.406099

    		1.2 ms

  





  

    		2024-04-05 23:29:28.049041

    		0.6 ms

  





  

    		2024-04-06 00:29:30.028114

    		0.8 ms

  





  

    		2024-04-06 01:29:31.98347

    		1.0 ms

  





  

    		2024-04-06 02:29:33.661259

    		-0.4 ms

  





  

    		2024-04-06 03:29:36.032565

    		1.9 ms

  





  

    		2024-04-06 04:29:38.08222

    		-0.9 ms

  





  

    		2024-04-06 05:29:39.912291

    		-0.9 ms

  





  

    		2024-04-06 06:29:41.407036

    		0.0 ms

  





  

    		2024-04-06 07:29:45.829629

    		-0.3 ms

  





  

    		2024-04-06 08:29:49.713242

    		-1.1 ms

  





  

    		2024-04-06 09:29:52.901894

    		-0.8 ms

  





  

    		2024-04-06 10:29:55.091121

    		-0.4 ms

  





  

    		2024-04-06 11:29:56.732752

    		-1.5 ms

  





  

    		2024-04-06 12:29:59.770783

    		-0.5 ms

  





  

    		2024-04-06 13:30:02.524905

    		-1.1 ms

  





  

    		2024-04-06 14:30:04.676927

    		-0.7 ms

  





  

    		2024-04-06 15:30:08.68753

    		-0.1 ms

  





  

    		2024-04-06 16:30:11.01378

    		1.7 ms

  





  

    		2024-04-06 17:30:13.593333

    		0.5 ms

  





  

    		2024-04-06 18:30:15.743844

    		-1.0 ms

  





  

    		2024-04-06 19:30:17.508777

    		-0.3 ms

  





  

    		2024-04-06 20:30:21.723105

    		-2.2 ms

  





  

    		2024-04-06 21:30:24.994269

    		-0.1 ms

  





  

    		2024-04-06 22:30:27.524466

    		-2.2 ms

  





  

    		2024-04-06 23:30:29.471018

    		-1.0 ms

  





  

    		2024-04-07 00:30:32.622205

    		-1.8 ms

  





  

    		2024-04-07 01:30:34.612981

    		-1.8 ms

  





  

    		2024-04-07 02:30:37.149905

    		-0.3 ms

  





  

    		2024-04-07 03:30:39.256923

    		1.1 ms

  





  

    		2024-04-07 04:30:41.589717

    		-0.1 ms

  





  

    		2024-04-07 05:30:44.206816

    		-0.2 ms

  





  

    		2024-04-07 06:30:46.310061

    		0.1 ms

  





  

    		2024-04-07 07:30:48.424772

    		-0.6 ms

  





  

    		2024-04-07 08:30:50.340781

    		1.5 ms

  





  

    		2024-04-07 09:30:52.410398

    		-0.1 ms

  





  

    		2024-04-07 10:30:55.896042

    		0.0 ms

  





  

    		2024-04-07 11:31:00.043743

    		-0.4 ms

  





  

    		2024-04-07 12:31:02.002751

    		1.8 ms

  





  

    		2024-04-07 13:31:03.707679

    		-0.5 ms

  





  

    		2024-04-07 14:31:05.858718

    		-1.9 ms

  





  

    		2024-04-07 15:31:08.330103

    		-0.8 ms

  





  

    		2024-04-07 16:31:10.489285

    		1.6 ms

  





  

    		2024-04-07 17:31:12.354218

    		0.4 ms

  





  

    		2024-04-07 18:31:14.222823

    		-1.8 ms

  





  

    		2024-04-07 19:31:16.14176

    		1.5 ms

  





  

    		2024-04-07 20:31:18.110001

    		0.6 ms

  





  

    		2024-04-07 21:31:21.701456

    		-0.1 ms

  





  

    		2024-04-07 22:31:24.612389

    		1.7 ms

  





  

    		2024-04-07 23:31:26.564097

    		-0.9 ms

  





  

    		2024-04-08 00:31:29.739323

    		-1.5 ms

  





  

    		2024-04-08 01:31:31.695137

    		-0.6 ms

  





  

    		2024-04-08 02:31:34.014705

    		0.8 ms

  





  

    		2024-04-08 03:31:36.274443

    		1.5 ms

  





  

    		2024-04-08 04:31:38.367305

    		0.5 ms

  





  

    		2024-04-08 05:31:39.986806

    		-0.2 ms

  





  

    		2024-04-08 06:31:41.718024

    		-1.5 ms

  





  

    		2024-04-08 07:31:45.478972

    		0.2 ms

  





  

    		2024-04-08 08:31:47.313004

    		2.5 ms

  





  

    		2024-04-08 09:31:49.009902

    		0.3 ms

  





  

    		2024-04-08 10:31:50.777985

    		-0.4 ms

  





  

    		2024-04-08 11:31:53.056795

    		0.4 ms

  





  

    		2024-04-08 12:31:54.718747

    		-0.9 ms

  





  

    		2024-04-08 13:31:56.524842

    		-0.3 ms

  





  

    		2024-04-08 14:31:58.970196

    		-0.4 ms

  





  

    		2024-04-08 15:32:00.428183

    		1.4 ms

  





  

    		2024-04-08 16:32:02.876236

    		-1.0 ms

  





  

    		2024-04-08 17:32:04.66882

    		-0.6 ms

  





  

    		2024-04-08 18:32:06.383999

    		-1.3 ms

  





  

    		2024-04-08 19:32:08.068908

    		-0.4 ms

  





  

    		2024-04-08 20:32:10.999584

    		-1.9 ms

  





  

    		2024-04-08 21:32:13.457483

    		-1.6 ms

  





  

    		2024-04-08 22:32:15.595024

    		-1.1 ms

  





  

    		2024-04-08 23:32:17.601039

    		0.4 ms

  





  

    		2024-04-09 00:32:19.855199

    		0.4 ms

  





  

    		2024-04-09 01:32:22.698317

    		-0.9 ms

  





  

    		2024-04-09 02:32:25.632639

    		-0.2 ms

  





  

    		2024-04-09 03:32:28.787492

    		2.8 ms

  





  

    		2024-04-09 04:32:30.732046

    		-1.0 ms

  





  

    		2024-04-09 05:32:34.045774

    		-1.4 ms

  





  

    		2024-04-09 06:32:35.740681

    		1.0 ms

  





  

    		2024-04-09 07:32:37.424865

    		2.9 ms

  





  

    		2024-04-09 08:32:39.990008

    		1.6 ms

  





  

    		2024-04-09 09:32:41.879006

    		-0.8 ms

  





  

    		2024-04-09 10:32:43.888342

    		1.6 ms

  





  

    		2024-04-09 11:32:45.987914

    		1.8 ms

  





  

    		2024-04-09 12:32:48.27748

    		-2.3 ms

  





  

    		2024-04-09 13:32:50.282989

    		-1.2 ms

  





  

    		2024-04-09 14:32:51.973684

    		0.3 ms

  





  

    		2024-04-09 15:32:54.101138

    		0.8 ms

  





  

    		2024-04-09 16:32:57.55486

    		0.0 ms

  





  

    		2024-04-09 17:32:59.307143

    		0.5 ms

  





  

    		2024-04-09 18:33:01.031203

    		-1.5 ms

  





  

    		2024-04-09 19:33:02.65018

    		-0.4 ms

  





  

    		2024-04-09 20:33:06.021534

    		-0.6 ms

  





  

    		2024-04-09 21:33:07.696333

    		-1.6 ms

  





  

    		2024-04-09 22:33:09.759775

    		1.2 ms

  





  

    		2024-04-09 23:33:12.714413

    		1.5 ms

  





  

    		2024-04-10 00:33:15.827736

    		-1.5 ms

  





  

    		2024-04-10 01:33:18.259057

    		0.2 ms

  





  

    		2024-04-10 02:33:20.750812

    		2.9 ms

  





  

    		2024-04-10 03:33:22.718481

    		0.5 ms

  





  

    		2024-04-10 04:33:24.444619

    		-0.8 ms

  





  

    		2024-04-10 05:33:26.155229

    		-1.1 ms

  





  

    		2024-04-10 06:33:28.998817

    		2.3 ms

  





  

    		2024-04-10 07:33:31.14352

    		0.3 ms

  





  

    		2024-04-10 08:33:33.007662

    		0.3 ms

  





  

    		2024-04-10 09:33:35.201567

    		0.9 ms

  





  

    		2024-04-10 10:33:37.670875

    		0.6 ms

  





  

    		2024-04-10 11:33:39.85697

    		-0.5 ms

  





  

    		2024-04-10 12:33:42.412189

    		1.7 ms

  





  

    		2024-04-10 13:33:44.774853

    		-0.3 ms

  





  

    		2024-04-10 14:33:46.420218

    		-0.6 ms

  





  

    		2024-04-10 15:33:49.321535

    		0.8 ms

  





  

    		2024-04-10 16:33:51.670756

    		1.4 ms

  





  

    		2024-04-10 17:33:53.528706

    		-1.4 ms

  





  

    		2024-04-10 18:33:54.945092

    		1.2 ms

  





  

    		2024-04-10 19:33:56.798802

    		-1.7 ms

  





  

    		2024-04-10 20:33:59.942673

    		1.8 ms

  





  

    		2024-04-10 21:34:02.722821

    		-1.6 ms

  





  

    		2024-04-10 22:34:05.670546

    		0.8 ms

  





  

    		2024-04-10 23:34:07.516773

    		-1.3 ms

  





  

    		2024-04-11 00:34:10.44524

    		-1.2 ms

  





  

    		2024-04-11 01:34:12.021442

    		-2.3 ms

  





  

    		2024-04-11 02:34:13.969449

    		0.3 ms

  





  

    		2024-04-11 03:34:16.202397

    		-1.6 ms

  





  

    		2024-04-11 04:34:19.055659

    		1.7 ms

  





  

    		2024-04-11 05:34:22.100473

    		0.3 ms

  





  

    		2024-04-11 06:34:25.745728

    		1.0 ms

  





  

    		2024-04-11 07:34:27.688733

    		-0.1 ms

  





  

    		2024-04-11 08:34:29.650832

    		-0.7 ms

  





  

    		2024-04-11 09:34:31.330398

    		1.0 ms

  





  

    		2024-04-11 10:34:33.124628

    		-1.8 ms

  





  

    		2024-04-11 11:34:34.634041

    		1.7 ms

  





  

    		2024-04-11 12:34:36.914292

    		1.5 ms

  





  

    		2024-04-11 13:34:39.696917

    		-1.2 ms

  





  

    		2024-04-11 14:34:42.933933

    		-0.7 ms

  





  

    		2024-04-11 15:34:45.483562

    		2.7 ms

  





  

    		2024-04-11 16:34:48.444364

    		-2.4 ms

  





  

    		2024-04-11 17:34:51.309198

    		-1.0 ms

  





  

    		2024-04-11 18:34:53.350164

    		0.0 ms

  





  

    		2024-04-11 19:34:57.183381

    		-1.6 ms

  





  

    		2024-04-11 20:35:00.265096

    		-0.1 ms

  





  

    		2024-04-11 21:35:01.829664

    		0.8 ms

  





  

    		2024-04-11 22:35:04.487281

    		-2.6 ms

  





  

    		2024-04-11 23:35:06.113497

    		-1.5 ms

  





  

    		2024-04-12 00:35:07.743469

    		-2.3 ms

  





  

    		2024-04-12 01:35:09.453325

    		-1.0 ms

  





  

    		2024-04-12 02:35:11.662919

    		-1.5 ms

  





  

    		2024-04-12 03:35:13.649446

    		-0.4 ms

  





  

    		2024-04-12 04:35:15.462941

    		-0.7 ms

  





  

    		2024-04-12 05:35:17.64268

    		0.1 ms

  





  

    		2024-04-12 06:35:20.070998

    		0.6 ms

  





  

    		2024-04-12 07:35:22.357665

    		1.6 ms

  





  

    		2024-04-12 08:35:23.850097

    		1.1 ms

  





  

    		2024-04-12 09:35:25.529331

    		0.7 ms

  





  

    		2024-04-12 10:35:27.709246

    		0.0 ms

  





  

    		2024-04-12 11:35:30.057817

    		0.0 ms

  





  

    		2024-04-12 12:35:31.7715

    		-0.9 ms

  





  

    		2024-04-12 13:35:33.30148

    		1.1 ms

  





  

    		2024-04-12 14:35:35.950484

    		1.5 ms

  





  

    		2024-04-12 15:35:37.873917

    		-1.5 ms

  





  

    		2024-04-12 16:35:39.506351

    		-0.4 ms

  





  

    		2024-04-12 17:35:41.840512

    		0.5 ms

  





  

    		2024-04-12 18:35:43.503034

    		0.2 ms

  





  

    		2024-04-12 19:35:47.27239

    		0.2 ms

  





  

    		2024-04-12 20:35:49.223502

    		-1.6 ms

  





  

    		2024-04-12 21:35:51.815158

    		-1.4 ms

  





  

    		2024-04-12 22:35:53.666184

    		0.1 ms

  





  

    		2024-04-12 23:35:55.470787

    		0.1 ms

  





  

    		2024-04-13 00:35:58.533532

    		-1.7 ms

  





  

    		2024-04-13 01:36:01.83047

    		1.4 ms

  





  

    		2024-04-13 02:36:04.74508

    		-1.2 ms

  





  

    		2024-04-13 03:36:08.320409

    		-0.1 ms

  





  

    		2024-04-13 04:36:10.998426

    		-1.1 ms

  





  

    		2024-04-13 05:36:14.906537

    		-0.1 ms

  





  

    		2024-04-13 06:36:16.66711

    		1.8 ms

  





  

    		2024-04-13 07:36:19.281374

    		1.9 ms

  





  

    		2024-04-13 08:36:22.592304

    		-0.1 ms

  





  

    		2024-04-13 09:36:24.375654

    		0.2 ms

  





  

    		2024-04-13 10:36:25.986999

    		-0.2 ms

  





  

    		2024-04-13 11:36:28.134845

    		1.9 ms

  





  

    		2024-04-13 12:36:29.998777

    		0.3 ms

  





  

    		2024-04-13 13:36:31.579198

    		0.8 ms

  





  

    		2024-04-13 14:36:33.829613

    		-1.6 ms

  





  

    		2024-04-13 15:36:35.4407

    		1.5 ms

  





  

    		2024-04-13 16:36:36.948792

    		-1.1 ms

  





  

    		2024-04-13 17:36:39.379365

    		0.3 ms

  





  

    		2024-04-13 18:36:42.655378

    		-1.1 ms

  





  

    		2024-04-13 19:36:44.188259

    		0.8 ms

  





  

    		2024-04-13 20:36:46.304811

    		-1.4 ms

  





  

    		2024-04-13 21:36:48.54253

    		1.0 ms

  





  

    		2024-04-13 22:36:50.196098

    		-0.9 ms

  





  

    		2024-04-13 23:36:52.527998

    		2.1 ms

  





  

    		2024-04-14 00:36:56.282276

    		0.8 ms

  





  

    		2024-04-14 01:36:58.767784

    		2.0 ms

  





  

    		2024-04-14 02:37:02.543531

    		-1.1 ms

  





  

    		2024-04-14 03:37:04.928882

    		-0.2 ms

  





  

    		2024-04-14 04:37:07.856698

    		1.2 ms

  





  

    		2024-04-14 05:37:09.565246

    		-0.5 ms

  





  

    		2024-04-14 06:37:12.340329

    		-1.4 ms

  





  

    		2024-04-14 07:37:14.304843

    		-0.8 ms

  





  

    		2024-04-14 08:37:16.728395

    		-0.4 ms

  





  

    		2024-04-14 09:37:18.689006

    		3.1 ms

  





  

    		2024-04-14 10:37:22.896485

    		0.1 ms

  





  

    		2024-04-14 11:37:24.696468

    		1.9 ms

  





  

    		2024-04-14 12:37:27.175293

    		0.8 ms

  





  

    		2024-04-14 13:37:29.930163

    		1.7 ms

  





  

    		2024-04-14 14:37:33.771005

    		-2.3 ms

  





  

    		2024-04-14 15:37:35.566631

    		-1.5 ms

  





  

    		2024-04-14 16:37:37.143297

    		0.1 ms

  





  

    		2024-04-14 17:37:39.381463

    		1.1 ms

  





  

    		2024-04-14 18:37:42.396966

    		-0.4 ms

  





  

    		2024-04-14 19:37:44.007791

    		-0.6 ms

  





  

    		2024-04-14 20:37:46.07538

    		-0.8 ms

  





  

    		2024-04-14 21:37:49.349424

    		-0.5 ms

  





  

    		2024-04-14 22:37:51.182899

    		-1.6 ms

  





  

    		2024-04-14 23:37:54.662976

    		-1.5 ms

  





  

    		2024-04-15 00:37:57.649023

    		1.0 ms

  





  

    		2024-04-15 01:38:00.699202

    		-0.9 ms

  





  

    		2024-04-15 02:38:04.898432

    		-0.5 ms

  





  

    		2024-04-15 03:38:06.444161

    		-1.2 ms

  





  

    		2024-04-15 04:38:08.096421

    		-0.4 ms

  





  

    		2024-04-15 05:38:09.723222

    		-0.5 ms

  





  

    		2024-04-15 06:38:11.727125

    		1.5 ms

  





  

    		2024-04-15 07:38:13.219947

    		1.7 ms

  





  

    		2024-04-15 08:38:14.827118

    		-0.7 ms

  





  

    		2024-04-15 09:38:16.921742

    		1.6 ms

  





  

    		2024-04-15 10:38:18.798798

    		1.8 ms

  





  

    		2024-04-15 11:38:21.498344

    		-1.1 ms

  





  

    		2024-04-15 12:38:23.188349

    		1.4 ms

  





  

    		2024-04-15 13:38:24.809968

    		1.1 ms

  





  

    		2024-04-15 14:38:26.500184

    		0.2 ms

  





  

    		2024-04-15 15:38:28.287027

    		-1.8 ms

  





  

    		2024-04-15 16:38:30.934343

    		-1.9 ms

  





  

    		2024-04-15 17:38:33.069507

    		1.7 ms

  





  

    		2024-04-15 18:38:35.577472

    		1.0 ms

  





  

    		2024-04-15 19:38:39.55747

    		2.3 ms

  





  

    		2024-04-15 20:38:42.07974

    		1.1 ms

  





  

    		2024-04-15 21:38:45.710501

    		-1.3 ms

  





  

    		2024-04-15 22:38:47.626083

    		-1.8 ms

  





  

    		2024-04-15 23:38:50.695002

    		-0.2 ms

  





  

    		2024-04-16 00:38:53.816501

    		-0.7 ms

  





  

    		2024-04-16 01:38:55.716395

    		-0.6 ms

  





  

    		2024-04-16 02:38:57.745679

    		0.8 ms

  





  

    		2024-04-16 03:39:00.408424

    		0.9 ms

  





  

    		2024-04-16 04:39:02.819066

    		-1.3 ms

  





  

    		2024-04-16 05:39:04.750097

    		1.4 ms

  





  

    		2024-04-16 06:39:06.662313

    		-0.2 ms

  





  

    		2024-04-16 07:39:10.155509

    		1.8 ms

  





  

    		2024-04-16 08:39:12.763164

    		0.6 ms

  





  

    		2024-04-16 09:39:14.410389

    		2.7 ms

  





  

    		2024-04-16 10:39:17.017308

    		-0.3 ms

  





  

    		2024-04-16 11:39:18.531095

    		2.6 ms

  





  

    		2024-04-16 12:39:21.928442

    		-0.2 ms

  





  

    		2024-04-16 13:39:23.788713

    		2.3 ms

  





  

    		2024-04-16 14:39:25.548228

    		-0.9 ms

  





  

    		2024-04-16 15:39:27.800876

    		1.4 ms

  





  

    		2024-04-16 16:39:29.75787

    		4.7 ms

  





  

    		2024-04-16 17:39:32.097141

    		3.8 ms

  





  

    		2024-04-16 18:39:34.018517

    		-0.5 ms

  





  

    		2024-04-16 19:39:36.737434

    		-0.2 ms

  





  

    		2024-04-16 20:39:38.415293

    		-0.9 ms

  





  

    		2024-04-16 21:39:39.944978

    		1.3 ms

  





  

    		2024-04-16 22:39:42.064102

    		1.3 ms

  





  

    		2024-04-16 23:39:45.432739

    		-0.5 ms

  





  

    		2024-04-17 00:39:47.855389

    		1.4 ms

  





  

    		2024-04-17 01:39:50.108786

    		0.0 ms

  





  

    		2024-04-17 02:39:52.108575

    		1.6 ms

  





  

    		2024-04-17 03:39:53.959221

    		-1.0 ms

  





  

    		2024-04-17 04:39:55.58016

    		0.3 ms

  





  

    		2024-04-17 05:39:58.380554

    		-1.0 ms

  





  

    		2024-04-17 06:40:00.699784

    		2.6 ms

  





  

    		2024-04-17 07:40:02.406314

    		0.0 ms

  





  

    		2024-04-17 08:40:04.465839

    		2.5 ms

  





  

    		2024-04-17 09:40:06.274396

    		0.3 ms

  





  

    		2024-04-17 10:40:08.85357

    		1.2 ms

  





  

    		2024-04-17 11:40:10.564004

    		0.3 ms

  





  

    		2024-04-17 12:40:12.106968

    		-0.9 ms

  





  

    		2024-04-17 13:40:14.351415

    		1.8 ms

  





  

    		2024-04-17 14:40:16.061679

    		1.9 ms

  





  

    		2024-04-17 15:40:19.498331

    		-0.3 ms

  





  

    		2024-04-17 16:40:21.665114

    		3.7 ms

  





  

    		2024-04-17 17:40:23.645792

    		1.8 ms

  





  

    		2024-04-17 18:40:26.70604

    		0.7 ms

  





  

    		2024-04-17 19:40:28.616785

    		1.4 ms

  





  

    		2024-04-17 20:40:31.040428

    		0.5 ms

  





  

    		2024-04-17 21:40:33.580288

    		-1.1 ms

  





  

    		2024-04-17 22:40:35.531601

    		0.9 ms

  





  

    		2024-04-17 23:40:38.955114

    		-2.8 ms

  





  

    		2024-04-18 00:40:41.37358

    		-3.0 ms

  





  

    		2024-04-18 01:40:44.705995

    		0.2 ms

  





  

    		2024-04-18 02:40:46.759837

    		0.4 ms

  





  

    		2024-04-18 03:40:50.576642

    		-0.6 ms

  





  

    		2024-04-18 04:40:52.77625

    		-0.7 ms

  





  

    		2024-04-18 05:40:55.188909

    		-0.7 ms

  





  

    		2024-04-18 06:40:57.538379

    		1.0 ms

  





  

    		2024-04-18 07:40:59.210499

    		0.5 ms

  





  

    		2024-04-18 08:41:00.916202

    		2.8 ms

  





  

    		2024-04-18 09:41:02.599816

    		1.9 ms

  





  

    		2024-04-18 10:41:04.255745

    		3.2 ms

  





  

    		2024-04-18 11:41:05.812563

    		-0.2 ms

  





  

    		2024-04-18 12:41:07.286455

    		-1.4 ms

  





  

    		2024-04-18 13:41:09.546227

    		0.5 ms

  





  

    		2024-04-18 14:41:11.175401

    		0.9 ms

  





  

    		2024-04-18 15:41:13.329323

    		1.8 ms

  





  

    		2024-04-18 16:41:15.000756

    		-0.2 ms

  





  

    		2024-04-18 17:41:18.773798

    		-0.4 ms

  





  

    		2024-04-18 18:41:21.800827

    		-1.8 ms

  





  

    		2024-04-18 19:41:23.683129

    		-2.6 ms

  





  

    		2024-04-18 20:41:26.279981

    		1.5 ms

  





  

    		2024-04-18 21:41:28.099347

    		-1.6 ms

  





  

    		2024-04-18 22:41:30.419423

    		-1.3 ms

  





  

    		2024-04-18 23:41:33.22256

    		-0.2 ms

  





  

    		2024-04-19 00:41:35.262971

    		0.5 ms

  





  

    		2024-04-19 01:41:36.912294

    		-1.0 ms

  





  

    		2024-04-19 02:41:38.451818

    		-0.6 ms

  





  

    		2024-04-19 03:41:41.311027

    		0.2 ms

  





  

    		2024-04-19 04:41:43.854965

    		1.8 ms

  





  

    		2024-04-19 05:41:46.584933

    		-0.7 ms

  





  

    		2024-04-19 06:41:49.189124

    		2.6 ms

  





  

    		2024-04-19 07:41:51.508476

    		-0.1 ms

  





  

    		2024-04-19 08:41:53.134594

    		0.1 ms

  





  

    		2024-04-19 09:41:55.020316

    		2.9 ms

  





  

    		2024-04-19 10:41:56.760171

    		2.7 ms

  





  

    		2024-04-19 11:41:58.62677

    		1.5 ms

  





  

    		2024-04-19 12:42:00.261066

    		2.9 ms

  





  

    		2024-04-19 13:42:01.946289

    		5.8 ms

  





  

    		2024-04-19 14:42:03.71025

    		0.5 ms

  





  

    		2024-04-19 15:42:05.487479

    		-1.4 ms

  





  

    		2024-04-19 16:42:07.345645

    		-1.4 ms

  





  

    		2024-04-19 17:42:09.40898

    		-0.3 ms

  





  

    		2024-04-19 18:42:12.180857

    		-2.4 ms

  





  

    		2024-04-19 19:42:15.740913

    		-0.5 ms

  





  

    		2024-04-19 20:42:17.586602

    		-2.6 ms

  





  

    		2024-04-19 21:42:19.311539

    		1.5 ms

  





  

    		2024-04-19 22:42:21.876329

    		1.5 ms

  





  

    		2024-04-19 23:42:24.064893

    		-0.4 ms

  





  

    		2024-04-20 00:42:26.199925

    		1.9 ms

  





  

    		2024-04-20 01:42:28.683813

    		1.1 ms

  





  

    		2024-04-20 02:42:31.172207

    		1.9 ms

  





  

    		2024-04-20 03:42:33.787606

    		1.6 ms

  





  

    		2024-04-20 04:42:37.511557

    		-1.2 ms

  





  

    		2024-04-20 05:42:38.953521

    		0.6 ms

  





  

    		2024-04-20 06:42:40.797253

    		1.5 ms

  





  

    		2024-04-20 07:42:42.590355

    		0.3 ms

  





  

    		2024-04-20 08:42:44.051399

    		-0.3 ms

  





  

    		2024-04-20 09:42:45.755255

    		1.7 ms

  





  

    		2024-04-20 10:42:47.787239

    		2.4 ms

  





  

    		2024-04-20 11:42:50.900918

    		1.5 ms

  





  

    		2024-04-20 12:42:52.557844

    		0.6 ms

  





  

    		2024-04-20 13:42:55.045854

    		-0.1 ms

  





  

    		2024-04-20 14:42:57.811323

    		1.3 ms

  





  

    		2024-04-20 15:43:00.05932

    		1.4 ms

  





  

    		2024-04-20 16:43:01.596242

    		-0.6 ms

  





  

    		2024-04-20 17:43:05.837041

    		-2.9 ms

  





  

    		2024-04-20 18:43:08.017794

    		-3.7 ms

  





  

    		2024-04-20 19:43:09.777335

    		-3.6 ms

  





  

    		2024-04-20 20:43:12.607961

    		-1.8 ms

  





  

    		2024-04-20 21:43:14.694737

    		-1.1 ms

  





  

    		2024-04-20 22:43:16.252617

    		-1.8 ms

  





  

    		2024-04-20 23:43:18.054688

    		0.3 ms

  





  

    		2024-04-21 00:43:21.227599

    		-0.9 ms

  





  

    		2024-04-21 01:43:23.640524

    		-1.2 ms

  





  

    		2024-04-21 02:43:25.377495

    		0.7 ms

  





  

    		2024-04-21 03:43:28.315817

    		1.5 ms

  





  

    		2024-04-21 04:43:30.213962

    		-0.5 ms

  





  

    		2024-04-21 05:43:32.208984

    		-1.0 ms

  





  

    		2024-04-21 06:43:33.836959

    		0.3 ms

  





  

    		2024-04-21 07:43:35.672975

    		2.4 ms

  





  

    		2024-04-21 08:43:38.350389

    		3.3 ms

  





  

    		2024-04-21 09:43:40.348029

    		1.5 ms

  





  

    		2024-04-21 10:43:41.897864

    		6.0 ms

  





  

    		2024-04-21 11:43:44.475122

    		-1.0 ms

  





  

    		2024-04-21 12:43:46.845298

    		1.3 ms

  





  

    		2024-04-21 13:43:49.031677

    		2.5 ms

  





  

    		2024-04-21 14:43:50.773718

    		0.1 ms

  





  

    		2024-04-21 15:43:52.549509

    		-1.3 ms

  





  

    		2024-04-21 16:43:54.940628

    		-2.2 ms

  





  

    		2024-04-21 17:43:56.521474

    		-1.9 ms

  





  

    		2024-04-21 18:44:00.450099

    		-0.8 ms

  





  

    		2024-04-21 19:44:02.255448

    		-1.2 ms

  





  

    		2024-04-21 20:44:04.205271

    		-0.5 ms

  





  

    		2024-04-21 21:44:05.988913

    		0.2 ms

  





  

    		2024-04-21 22:44:08.265532

    		-2.2 ms

  





  

    		2024-04-21 23:44:10.271904

    		0.8 ms

  





  

    		2024-04-22 00:44:13.283391

    		0.0 ms

  





  

    		2024-04-22 01:44:16.077334

    		-0.1 ms

  





  

    		2024-04-22 02:44:18.205304

    		-0.3 ms

  





  

    		2024-04-22 03:44:21.135656

    		1.1 ms

  





  

    		2024-04-22 04:44:23.752928

    		3.5 ms

  





  

    		2024-04-22 05:44:26.557441

    		0.4 ms

  





  

    		2024-04-22 06:44:28.061069

    		2.7 ms

  





  

    		2024-04-22 07:44:29.508098

    		0.8 ms

  





  

    		2024-04-22 08:44:31.345438

    		-0.4 ms

  





  

    		2024-04-22 09:44:33.283112

    		0.4 ms

  





  

    		2024-04-22 10:44:35.545321

    		1.7 ms

  





  

    		2024-04-22 11:44:37.050992

    		2.6 ms

  





  

    		2024-04-22 12:44:38.923041

    		2.0 ms

  





  

    		2024-04-22 13:44:40.906455

    		-0.1 ms

  





  

    		2024-04-22 14:44:42.434199

    		7.2 ms

  





  

    		2024-04-22 15:44:45.081483

    		4.0 ms

  





  

    		2024-04-22 16:44:48.212518

    		1.9 ms

  





  

    		2024-04-22 17:44:49.697498

    		-0.8 ms

  





  

    		2024-04-22 18:44:51.765469

    		-0.5 ms

  





  

    		2024-04-22 19:44:53.506207

    		-1.4 ms

  





  

    		2024-04-22 20:44:57.330831

    		-2.4 ms

  





  

    		2024-04-22 21:44:59.198985

    		-1.1 ms

  





  

    		2024-04-22 22:45:00.899139

    		-1.8 ms

  





  

    		2024-04-22 23:45:04.062866

    		-2.2 ms

  





  

    		2024-04-23 00:45:07.275246

    		-2.6 ms

  





  

    		2024-04-23 01:45:09.303895

    		0.4 ms

  





  

    		2024-04-23 02:45:12.203557

    		-0.7 ms

  





  

    		2024-04-23 03:45:14.321184

    		2.3 ms

  





  

    		2024-04-23 04:45:16.73412

    		-0.7 ms

  





  

    		2024-04-23 05:45:18.246076

    		0.2 ms

  





  

    		2024-04-23 06:45:20.292047

    		0.9 ms

  





  

    		2024-04-23 07:45:23.042504

    		0.1 ms

  





  

    		2024-04-23 08:45:24.650787

    		0.7 ms

  





  

    		2024-04-23 09:45:26.396177

    		1.3 ms

  





  

    		2024-04-23 10:45:28.735629

    		-1.2 ms

  





  

    		2024-04-23 11:45:30.308028

    		0.4 ms

  





  

    		2024-04-23 12:45:32.124104

    		-0.4 ms

  





  

    		2024-04-23 13:45:33.539783

    		-0.7 ms

  





  

    		2024-04-23 14:45:35.35208

    		0.2 ms

  





  

    		2024-04-23 15:45:37.236431

    		0.2 ms

  





  

    		2024-04-23 16:45:39.109802

    		0.1 ms

  





  

    		2024-04-23 17:45:40.90075

    		-0.3 ms

  





  

    		2024-04-23 18:45:42.548784

    		-1.4 ms

  





  

    		2024-04-23 19:45:45.726194

    		-0.5 ms

  





  

    		2024-04-23 20:45:47.510631

    		-1.3 ms

  





  

    		2024-04-23 21:45:50.137251

    		0.3 ms

  





  

    		2024-04-23 22:45:52.352003

    		-1.4 ms

  





  

    		2024-04-23 23:45:54.404481

    		-1.9 ms

  





  

    		2024-04-24 00:45:55.924392

    		-0.3 ms

  





  

    		2024-04-24 01:45:58.399822

    		1.1 ms

  





  

    		2024-04-24 02:46:00.197816

    		-0.7 ms

  





  

    		2024-04-24 03:46:02.841152

    		-0.1 ms

  





  

    		2024-04-24 04:46:05.20741

    		-1.2 ms

  





  

    		2024-04-24 05:46:06.842082

    		0.3 ms

  





  

    		2024-04-24 06:46:08.701046

    		1.3 ms

  





  

    		2024-04-24 07:46:10.479142

    		-0.9 ms

  





  

    		2024-04-24 08:46:12.031792

    		6.0 ms

  





  

    		2024-04-24 09:46:13.800153

    		-3.9 ms

  





  

    		2024-04-24 10:46:15.466347

    		-1.7 ms

  





  

    		2024-04-24 11:46:17.061781

    		1.3 ms

  





  

    		2024-04-24 12:46:18.744732

    		-0.7 ms

  





  

    		2024-04-24 13:46:20.445049

    		1.9 ms

  





  

    		2024-04-24 14:46:22.318049

    		-0.6 ms

  





  

    		2024-04-24 15:46:23.796706

    		0.3 ms

  





  

    		2024-04-24 16:46:25.801719

    		-0.6 ms

  





  

    		2024-04-24 17:46:28.083176

    		1.7 ms

  





  

    		2024-04-24 18:46:29.620932

    		1.4 ms

  





  

    		2024-04-24 19:46:32.160913

    		-0.3 ms

  





  

    		2024-04-24 20:46:33.808861

    		1.2 ms

  





  

    		2024-04-24 21:46:35.761419

    		0.4 ms

  





  

    		2024-04-24 22:46:37.724093

    		-1.6 ms

  





  

    		2024-04-24 23:46:39.993759

    		-2.0 ms

  





  

    		2024-04-25 00:46:42.615406

    		-1.9 ms

  





  

    		2024-04-25 01:46:44.213675

    		0.3 ms

  





  

    		2024-04-25 02:46:46.07723

    		-0.5 ms

  





  

    		2024-04-25 03:46:47.71946

    		0.7 ms

  





  

    		2024-04-25 04:46:49.943306

    		-0.2 ms

  





  

    		2024-04-25 05:46:52.030642

    		-0.3 ms

  





  

    		2024-04-25 06:46:54.282219

    		2.5 ms

  





  

    		2024-04-25 07:46:56.183562

    		2.2 ms

  





  

    		2024-04-25 08:46:57.690335

    		0.0 ms

  





  

    		2024-04-25 09:46:59.569815

    		-0.3 ms

  





  

    		2024-04-25 10:47:01.765918

    		-1.2 ms

  





  

    		2024-04-25 11:47:03.932078

    		0.8 ms

  





  

    		2024-04-25 12:47:05.53694

    		-1.2 ms

  





  

    		2024-04-25 13:47:07.082963

    		-1.1 ms

  





  

    		2024-04-25 14:47:09.062963

    		1.3 ms

  





  

    		2024-04-25 15:47:11.113128

    		0.8 ms

  





  

    		2024-04-25 16:47:13.498276

    		1.1 ms

  





  

    		2024-04-25 17:47:16.684121

    		0.6 ms

  





  

    		2024-04-25 18:47:18.977014

    		1.0 ms

  





  

    		2024-04-25 19:47:20.770748

    		-1.7 ms

  





  

    		2024-04-25 20:47:24.112632

    		-1.2 ms

  





  

    		2024-04-25 21:47:26.37252

    		-1.2 ms

  





  

    		2024-04-25 22:47:28.845357

    		-2.0 ms

  





  

    		2024-04-25 23:47:31.023104

    		-2.3 ms

  





  

    		2024-04-26 00:47:33.073941

    		-0.4 ms

  





  

    		2024-04-26 01:47:34.885546

    		-1.5 ms

  





  

    		2024-04-26 02:47:37.218862

    		-1.2 ms

  





  

    		2024-04-26 03:47:39.464895

    		-1.0 ms

  





  

    		2024-04-26 04:47:41.59936

    		-1.1 ms

  





  

    		2024-04-26 05:47:43.392974

    		-0.4 ms

  





  

    		2024-04-26 06:47:45.918609

    		2.5 ms

  





  

    		2024-04-26 07:47:48.583342

    		0.0 ms

  





  

    		2024-04-26 08:47:50.435434

    		1.0 ms

  





  

    		2024-04-26 09:47:52.646436

    		-0.7 ms

  





  

    		2024-04-26 10:47:54.353927

    		2.1 ms

  





  

    		2024-04-26 11:47:55.927304

    		-0.3 ms

  





  

    		2024-04-26 12:47:57.48767

    		0.2 ms

  





  

    		2024-04-26 13:47:59.193198

    		0.4 ms

  





  

    		2024-04-26 14:48:01.276723

    		-0.3 ms

  





  

    		2024-04-26 15:48:03.840127

    		0.0 ms

  





  

    		2024-04-26 16:48:06.55324

    		0.7 ms

  





  

    		2024-04-26 17:48:08.6442

    		-1.2 ms

  





  

    		2024-04-26 18:48:11.378533

    		-0.9 ms

  





  

    		2024-04-26 19:48:15.040879

    		1.6 ms

  





  

    		2024-04-26 20:48:18.229838

    		-1.8 ms

  





  

    		2024-04-26 21:48:21.048874

    		-0.8 ms

  





  

    		2024-04-26 22:48:22.630316

    		-1.4 ms

  





  

    		2024-04-26 23:48:25.411256

    		0.8 ms

  





  

    		2024-04-27 00:48:29.377802

    		-1.7 ms

  





  

    		2024-04-27 01:48:33.217023

    		-2.0 ms

  





  

    		2024-04-27 02:48:35.903714

    		-1.2 ms

  





  

    		2024-04-27 03:48:37.782605

    		-0.3 ms

  





  

    		2024-04-27 04:48:41.242542

    		-0.6 ms

  





  

    		2024-04-27 05:48:43.619988

    		2.5 ms

  





  

    		2024-04-27 06:48:45.846479

    		0.7 ms

  





  

    		2024-04-27 07:48:47.928052

    		1.6 ms

  





  

    		2024-04-27 08:48:49.669685

    		1.1 ms

  





  

    		2024-04-27 09:48:51.288186

    		-1.7 ms

  





  

    		2024-04-27 10:48:53.489165

    		2.0 ms

  





  

    		2024-04-27 11:48:54.97557

    		-0.8 ms

  





  

    		2024-04-27 12:48:56.831322

    		-1.1 ms

  





  

    		2024-04-27 13:48:58.704853

    		2.1 ms

  





  

    		2024-04-27 14:49:00.78503

    		1.4 ms

  





  

    		2024-04-27 15:49:02.790079

    		-0.4 ms

  





  

    		2024-04-27 16:49:04.615568

    		-0.5 ms

  





  

    		2024-04-27 17:49:07.86045

    		1.6 ms

  





  

    		2024-04-27 18:49:10.139089

    		-1.4 ms

  





  

    		2024-04-27 19:49:13.416827

    		-0.6 ms

  





  

    		2024-04-27 20:49:15.59864

    		0.0 ms

  





  

    		2024-04-27 21:49:17.544461

    		-0.6 ms

  





  

    		2024-04-27 22:49:20.188408

    		-0.5 ms

  





  

    		2024-04-27 23:49:22.996901

    		0.8 ms

  





  

    		2024-04-28 00:49:24.517695

    		0.0 ms

  





  

    		2024-04-28 01:49:28.695276

    		-2.2 ms

  





  

    		2024-04-28 02:49:30.612393

    		0.6 ms

  





  

    		2024-04-28 03:49:33.205843

    		-1.8 ms

  





  

    		2024-04-28 04:49:35.404492

    		-1.8 ms

  





  

    		2024-04-28 05:49:39.099345

    		0.5 ms

  





  

    		2024-04-28 06:49:42.412793

    		-0.2 ms

  





  

    		2024-04-28 07:49:44.520565

    		3.2 ms

  





  

    		2024-04-28 08:49:46.755708

    		0.2 ms

  





  

    		2024-04-28 09:49:48.971516

    		-0.5 ms

  





  

    		2024-04-28 10:49:51.869007

    		1.8 ms

  





  

    		2024-04-28 11:49:54.901247

    		-0.2 ms

  





  

    		2024-04-28 12:49:56.817633

    		0.2 ms

  





  

    		2024-04-28 13:49:58.829264

    		1.1 ms

  





  

    		2024-04-28 14:50:01.25649

    		2.0 ms

  





  

    		2024-04-28 15:50:03.740545

    		1.3 ms

  





  

    		2024-04-28 16:50:06.605122

    		-0.7 ms

  





  

    		2024-04-28 17:50:08.962173

    		-0.1 ms

  





  

    		2024-04-28 18:50:12.690668

    		1.4 ms

  





  

    		2024-04-28 19:50:14.741276

    		-2.1 ms

  





  

    		2024-04-28 20:50:17.468027

    		0.7 ms

  





  

    		2024-04-28 21:50:19.657296

    		-0.5 ms

  





  

    		2024-04-28 22:50:21.782346

    		1.5 ms

  





  

    		2024-04-28 23:50:24.254136

    		-1.0 ms

  





  

    		2024-04-29 00:50:26.9552

    		-1.2 ms

  





  

    		2024-04-29 01:50:28.949325

    		-1.1 ms

  





  

    		2024-04-29 02:50:32.748462

    		-1.3 ms

  





  

    		2024-04-29 03:50:34.530389

    		-1.5 ms

  





  

    		2024-04-29 04:50:37.381686

    		-1.2 ms

  





  

    		2024-04-29 05:50:39.070693

    		0.1 ms

  





  

    		2024-04-29 06:50:40.791313

    		-0.3 ms

  





  

    		2024-04-29 07:50:42.317371

    		-0.2 ms

  





  

    		2024-04-29 08:50:43.997819

    		0.4 ms

  





  

    		2024-04-29 09:50:46.002234

    		-0.6 ms

  





  

    		2024-04-29 10:50:48.265871

    		1.0 ms

  





  

    		2024-04-29 11:50:49.961029

    		0.9 ms

  





  

    		2024-04-29 12:50:52.608804

    		1.8 ms

  





  

    		2024-04-29 13:50:54.149352

    		1.2 ms

  





  

    		2024-04-29 14:50:56.631201

    		0.5 ms

  





  

    		2024-04-29 15:50:58.630995

    		-1.4 ms

  





  

    		2024-04-29 16:51:01.957455

    		-1.8 ms

  





  

    		2024-04-29 17:51:04.013365

    		0.9 ms

  





  

    		2024-04-29 18:51:07.494845

    		1.3 ms

  





  

    		2024-04-29 19:51:09.208376

    		1.8 ms

  





  

    		2024-04-29 20:51:11.999281

    		2.2 ms

  





  

    		2024-04-29 21:51:13.799666

    		1.0 ms

  





  

    		2024-04-29 22:51:15.624967

    		-0.6 ms

  





  

    		2024-04-29 23:51:17.360214

    		-1.8 ms

  





  

    		2024-04-30 00:51:19.059844

    		-0.8 ms

  





  

    		2024-04-30 01:51:20.761887

    		1.6 ms

  





  

    		2024-04-30 02:51:22.505534

    		-1.0 ms

  





  

    		2024-04-30 03:51:24.08411

    		2.4 ms

  





  

    		2024-04-30 04:51:26.707146

    		-0.8 ms

  





  

    		2024-04-30 05:51:28.819925

    		2.0 ms

  





  

    		2024-04-30 06:51:30.620176

    		0.7 ms

  





  

    		2024-04-30 07:51:32.365838

    		-0.1 ms

  





  

    		2024-04-30 08:51:34.67745

    		0.7 ms

  





  

    		2024-04-30 09:51:36.313513

    		0.5 ms

  





  

    		2024-04-30 10:51:37.794538

    		-0.5 ms

  





  

    		2024-04-30 11:51:39.454418

    		1.6 ms

  





  

    		2024-04-30 12:51:41.571508

    		1.1 ms

  





  

    		2024-04-30 13:51:43.166028

    		0.6 ms

  





  

    		2024-04-30 14:51:44.640874

    		2.0 ms

  





  

    		2024-04-30 15:51:46.223705

    		0.7 ms

  





  

    		2024-04-30 16:51:47.702045

    		1.0 ms

  





  

    		2024-04-30 17:51:49.346022

    		-0.4 ms

  





  

    		2024-04-30 18:51:51.990587

    		1.7 ms

  





  

    		2024-04-30 19:51:56.056171

    		-0.4 ms

  





  

    		2024-04-30 20:51:57.818801

    		-1.8 ms

  





  

    		2024-04-30 21:52:01.696142

    		2.4 ms

  





  

    		2024-04-30 22:52:03.276623

    		-2.2 ms

  





  

    		2024-04-30 23:52:05.455556

    		0.7 ms

  





  

    		2024-05-01 00:52:07.092637

    		-1.3 ms

  





  

    		2024-05-01 01:52:08.891264

    		-0.6 ms

  





  

    		2024-05-01 02:52:11.46833

    		0.0 ms

  





  

    		2024-05-01 03:52:14.080045

    		1.3 ms

  





  

    		2024-05-01 04:52:15.634188

    		0.0 ms

  





  

    		2024-05-01 05:52:17.499256

    		-0.2 ms

  





  

    		2024-05-01 06:52:19.107055

    		-0.1 ms

  





  

    		2024-05-01 07:52:20.774765

    		0.5 ms

  





  

    		2024-05-01 08:52:23.484415

    		2.0 ms

  





  

    		2024-05-01 09:52:25.174451

    		1.7 ms

  





  

    		2024-05-01 10:52:26.764591

    		2.5 ms

  





  

    		2024-05-01 11:52:28.442095

    		-0.5 ms

  





  

    		2024-05-01 12:52:32.643354

    		2.9 ms

  





  

    		2024-05-01 13:52:35.286779

    		-0.7 ms

  





  

    		2024-05-01 14:52:37.767917

    		0.8 ms

  





  

    		2024-05-01 15:52:39.504823

    		1.5 ms

  





  

    		2024-05-01 16:52:42.672649

    		1.7 ms

  





  

    		2024-05-01 17:52:45.609667

    		-0.9 ms

  





  

    		2024-05-01 18:52:48.477867

    		-1.9 ms

  





  

    		2024-05-01 19:52:50.378431

    		-0.8 ms

  





  

    		2024-05-01 20:52:52.814377

    		0.0 ms

  





  

    		2024-05-01 21:52:54.522479

    		-1.4 ms

  





  

    		2024-05-01 22:52:56.205058

    		-0.3 ms

  





  

    		2024-05-01 23:52:58.437844

    		1.0 ms

  





  

    		2024-05-02 00:53:01.284298

    		1.5 ms

  





  

    		2024-05-02 01:53:04.27774

    		1.5 ms

  





  

    		2024-05-02 02:53:06.191649

    		-0.3 ms

  





  

    		2024-05-02 03:53:07.974153

    		-0.9 ms

  





  

    		2024-05-02 04:53:10.24838

    		-1.6 ms

  





  

    		2024-05-02 05:53:12.798957

    		-1.3 ms

  





  

    		2024-05-02 06:53:16.355222

    		2.5 ms

  





  

    		2024-05-02 07:53:19.347954

    		1.3 ms

  





  

    		2024-05-02 08:53:21.942532

    		-0.5 ms

  





  

    		2024-05-02 09:53:23.735122

    		1.1 ms

  





  

    		2024-05-02 10:53:25.625116

    		-0.6 ms

  





  

    		2024-05-02 11:53:28.419883

    		2.1 ms

  





  

    		2024-05-02 12:53:30.791723

    		2.7 ms

  





  

    		2024-05-02 13:53:33.402447

    		0.3 ms

  





  

    		2024-05-02 14:53:35.757326

    		2.3 ms

  





  

    		2024-05-02 15:53:38.038051

    		1.5 ms

  





  

    		2024-05-02 16:53:39.885667

    		2.1 ms

  





  

    		2024-05-02 17:53:41.796714

    		1.4 ms

  





  

    		2024-05-02 18:53:43.329617

    		-0.2 ms

  





  

    		2024-05-02 19:53:45.136129

    		0.3 ms

  





  

    		2024-05-02 20:53:47.227301

    		1.7 ms

  





  

    		2024-05-02 21:53:50.034088

    		2.0 ms

  





  

    		2024-05-02 22:53:51.691186

    		-1.7 ms

  





  

    		2024-05-02 23:53:53.443156

    		-1.9 ms

  





  

    		2024-05-03 00:53:55.04429

    		-0.4 ms

  





  

    		2024-05-03 01:53:58.13474

    		-1.8 ms

  





  

    		2024-05-03 02:53:59.761525

    		1.0 ms

  





  

    		2024-05-03 03:54:01.691417

    		-1.3 ms

  





  

    		2024-05-03 04:54:03.886085

    		1.0 ms

  





  

    		2024-05-03 05:54:05.591642

    		2.1 ms

  





  

    		2024-05-03 06:54:08.540159

    		-0.7 ms

  





  

    		2024-05-03 07:54:10.440449

    		3.2 ms

  





  

    		2024-05-03 08:54:12.173195

    		-0.2 ms

  





  

    		2024-05-03 09:54:14.119969

    		-0.5 ms

  





  

    		2024-05-03 10:54:15.644733

    		-1.1 ms

  





  

    		2024-05-03 11:54:18.755609

    		0.4 ms

  





  

    		2024-05-03 12:54:20.39442

    		-0.3 ms

  





  

    		2024-05-03 13:54:23.031945

    		2.7 ms

  





  

    		2024-05-03 14:54:24.878004

    		2.1 ms

  





  

    		2024-05-03 15:54:26.675315

    		0.3 ms

  





  

    		2024-05-03 16:54:29.048526

    		1.1 ms

  





  

    		2024-05-03 17:54:30.604727

    		1.6 ms

  





  

    		2024-05-03 18:54:34.952117

    		-0.5 ms

  





  

    		2024-05-03 19:54:39.196039

    		1.2 ms

  





  

    		2024-05-03 20:54:43.569476

    		-2.1 ms

  





  

    		2024-05-03 21:54:47.582308

    		-0.3 ms

  





  

    		2024-05-03 22:54:51.806349

    		-1.3 ms

  





  

    		2024-05-03 23:54:53.642243

    		-0.1 ms

  





  

    		2024-05-04 00:54:57.678986

    		-1.9 ms

  





  

    		2024-05-04 01:54:59.760565

    		-1.8 ms

  





  

    		2024-05-04 02:55:02.244045

    		-0.9 ms

  





  

    		2024-05-04 03:55:03.772034

    		-1.2 ms

  





  

    		2024-05-04 04:55:05.545757

    		-0.7 ms

  





  

    		2024-05-04 05:55:07.651897

    		0.0 ms

  





  

    		2024-05-04 06:55:09.528029

    		1.7 ms

  





  

    		2024-05-04 07:55:11.106664

    		2.3 ms

  





  

    		2024-05-04 08:55:13.264185

    		-0.8 ms

  





  

    		2024-05-04 09:55:15.818319

    		3.8 ms

  





  

    		2024-05-04 10:55:17.811771

    		0.2 ms

  





  

    		2024-05-04 11:55:19.325388

    		2.2 ms

  





  

    		2024-05-04 12:55:21.113849

    		-0.3 ms

  





  

    		2024-05-04 13:55:23.020974

    		0.5 ms

  





  

    		2024-05-04 14:55:24.742156

    		0.4 ms

  





  

    		2024-05-04 15:55:26.842064

    		1.0 ms

  





  

    		2024-05-04 16:55:28.768252

    		-0.3 ms

  





  

    		2024-05-04 17:55:30.630064

    		1.6 ms

  





  

    		2024-05-04 18:55:32.884189

    		-1.3 ms

  





  

    		2024-05-04 19:55:35.897784

    		-0.7 ms

  





  

    		2024-05-04 20:55:37.992565

    		-1.2 ms

  





  

    		2024-05-04 21:55:40.600765

    		-1.2 ms

  





  

    		2024-05-04 22:55:43.417864

    		-0.6 ms

  





  

    		2024-05-04 23:55:45.327617

    		0.5 ms

  





  

    		2024-05-05 00:55:49.330658

    		-1.4 ms

  





  

    		2024-05-05 01:55:50.856791

    		-1.4 ms

  





  

    		2024-05-05 02:55:52.40867

    		1.0 ms

  





  

    		2024-05-05 03:55:54.991052

    		-0.4 ms

  





  

    		2024-05-05 04:55:57.887454

    		0.9 ms

  





  

    		2024-05-05 05:55:59.926324

    		1.6 ms

  





  

    		2024-05-05 06:56:04.099261

    		-0.3 ms

  





  

    		2024-05-05 07:56:05.779992

    		-0.8 ms

  





  

    		2024-05-05 08:56:07.619601

    		3.4 ms

  





  

    		2024-05-05 09:56:09.661858

    		0.0 ms

  





  

    		2024-05-05 10:56:11.359885

    		2.5 ms

  





  

    		2024-05-05 11:56:14.111128

    		0.4 ms

  





  

    		2024-05-05 12:56:15.742353

    		0.6 ms

  





  

    		2024-05-05 13:56:17.345272

    		1.5 ms

  





  

    		2024-05-05 14:56:19.739472

    		-0.6 ms

  





  

    		2024-05-05 15:56:21.18129

    		-0.2 ms

  





  

    		2024-05-05 16:56:23.100946

    		-0.1 ms

  





  

    		2024-05-05 17:56:24.807376

    		-0.1 ms

  





  

    		2024-05-05 18:56:27.162476

    		0.1 ms

  





  

    		2024-05-05 19:56:29.43334

    		1.1 ms

  





  

    		2024-05-05 20:56:32.038209

    		-2.7 ms

  





  

    		2024-05-05 21:56:35.468577

    		1.1 ms

  





  

    		2024-05-05 22:56:38.246061

    		0.8 ms

  





  

    		2024-05-05 23:56:40.767118

    		-1.0 ms

  





  

    		2024-05-06 00:56:44.116987

    		-1.6 ms

  





  

    		2024-05-06 01:56:45.723851

    		-1.1 ms

  





  

    		2024-05-06 02:56:47.819761

    		-0.6 ms

  





  

    		2024-05-06 03:56:49.664611

    		0.6 ms

  





  

    		2024-05-06 04:56:51.288243

    		1.3 ms

  





  

    		2024-05-06 05:56:52.865323

    		1.8 ms

  





  

    		2024-05-06 06:56:54.515397

    		-0.1 ms

  





  

    		2024-05-06 07:56:57.063642

    		-0.3 ms

  





  

    		2024-05-06 08:56:59.047769

    		1.4 ms

  





  

    		2024-05-06 09:57:01.766471

    		1.0 ms

  





  

    		2024-05-06 10:57:03.40648

    		1.7 ms

  





  

    		2024-05-06 11:57:05.476707

    		-0.5 ms

  





  

    		2024-05-06 12:57:07.81787

    		0.8 ms

  





  

    		2024-05-06 13:57:09.383199

    		0.9 ms

  





  

    		2024-05-06 14:57:11.247887

    		0.0 ms

  





  

    		2024-05-06 15:57:13.761268

    		1.3 ms

  





  

    		2024-05-06 16:57:15.780236

    		-1.0 ms

  





  

    		2024-05-06 17:57:17.486558

    		1.6 ms

  





  

    		2024-05-06 18:57:19.564701

    		-0.5 ms

  





  

    		2024-05-06 19:57:21.061572

    		-1.4 ms

  





  

    		2024-05-06 20:57:22.96866

    		-2.8 ms

  





  

    		2024-05-06 21:57:25.79423

    		1.1 ms

  





  

    		2024-05-06 22:57:28.223481

    		0.0 ms

  





  

    		2024-05-06 23:57:30.288277

    		-1.5 ms

  





  

    		2024-05-07 00:57:31.731357

    		0.2 ms

  





  

    		2024-05-07 01:57:33.504479

    		0.9 ms

  





  

    		2024-05-07 02:57:35.932532

    		1.0 ms

  





  

    		2024-05-07 03:57:38.154049

    		1.5 ms

  





  

    		2024-05-07 04:57:40.487691

    		1.6 ms

  





  

    		2024-05-07 05:57:42.489132

    		1.7 ms

  





  

    		2024-05-07 06:57:45.667377

    		-0.8 ms

  





  

    		2024-05-07 07:57:47.561664

    		-0.2 ms

  





  

    		2024-05-07 08:57:49.406277

    		1.3 ms

  





  

    		2024-05-07 09:57:51.028651

    		0.2 ms

  





  

    		2024-05-07 10:57:52.896726

    		2.8 ms

  





  

    		2024-05-07 11:57:54.73321

    		4.0 ms

  





  

    		2024-05-07 12:57:56.320545

    		1.0 ms

  





  

    		2024-05-07 13:57:58.064056

    		-0.4 ms

  





  

    		2024-05-07 14:58:01.072569

    		1.1 ms

  





  

    		2024-05-07 15:58:02.799054

    		-2.5 ms

  





  

    		2024-05-07 16:58:04.429999

    		0.7 ms

  





  

    		2024-05-07 17:58:06.103053

    		-1.0 ms

  





  

    		2024-05-07 18:58:08.505798

    		1.3 ms

  





  

    		2024-05-07 19:58:11.37382

    		0.2 ms

  





  

    		2024-05-07 20:58:14.127234

    		-0.5 ms

  





  

    		2024-05-07 21:58:16.122069

    		0.3 ms

  





  

    		2024-05-07 22:58:17.887383

    		-1.0 ms

  





  

    		2024-05-07 23:58:19.984673

    		0.2 ms

  





  

    		2024-05-08 00:58:21.750246

    		-1.2 ms

  





  

    		2024-05-08 01:58:24.751047

    		0.1 ms

  





  

    		2024-05-08 02:58:27.241315

    		-0.9 ms

  





  

    		2024-05-08 03:58:28.738035

    		1.5 ms

  





  

    		2024-05-08 04:58:30.991283

    		-0.6 ms

  





  

    		2024-05-08 05:58:34.260647

    		-0.7 ms

  





  

    		2024-05-08 06:58:37.438021

    		3.6 ms

  





  

    		2024-05-08 07:58:40.171312

    		1.8 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-05-07 10:07:08.632 UTC

    		155.4.55.253

    		Markus Reimer (MR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-07 10:07:44.131 UTC

    		155.4.55.253

    		Markus Reimer (MR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-29 21:24:18 UTC.

  

  

    		2024-05-07 10:43:52.763 UTC

    		94.191.152.151

    		Helene Bergström (HB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-07 10:44:51.233 UTC

    		94.191.152.151

    		Helene Bergström (HB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-29 21:24:18 UTC.

  

  

    		2024-05-08 08:27:45.506 UTC

    		213.112.246.148

    		Mikael Frykman (MF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-08 08:28:56.631 UTC

    		213.112.246.148

    		Mikael Frykman (MF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-29 21:24:18 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



